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Double phase-image encryption using gyrator-, and fractional Fourier transforms
with structured phase mask in the frequency plane followed by a gyrator transform

Hukum Singh, A K Yadav, Sunanda Vashisth, and Kehar Singh
Department of Applied Sciences
ITM University, Sector 23-A, Gurgaon-122 017, India

Fully-phase image encryption is considered more secure as compared to an amplitude image encryption. In the present
paper, an encryption scheme has been proposed for double phase-images. One of the phase-images is fractional Fourier
transformed (FrFT) whereas the other one is gyrator transformed, after bonding them with random phase masks. The two
resulting images are then added and subtracted to give intermediate images which are bonded with a structured phase
mask (SPM) in the frequency plane. Thereafter, the images are once again transformed using a gyrator transform (GT) to
give the corresponding encrypted images. The use of an SPM enhances the key space for encryption and also overcomes
the problem of axis alignment associated with an optical set-up. The decryption process is the reverse of encryption.
The validity of the proposed scheme has been established from the computer simulation results using MATLAB 7.1
platform. The performance of the scheme has been evaluated in terms of mean-squared-error (MSE) between the input-,
and the decrypted image. In addition, the sensitivity to encryption keys such as SPM parameters, transform angles of
GT and the FrFT orders has been investigated. The technique is likely to provide enhanced security in view of the
increased number of encryption parameters. Robustness of the system for partial occlusion of the encrypted image has
also been investigated. © Anita Publications. All rights reserved.
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1 Introduction

Encryption techniques play a key role in information security. With the rapid development of modern
techniques, information security for various applications is of great concern [1-7]. In the well-known double
random phase encoding (DRPE) technique, two pairs of statistically independent random phase masks
(RPMs) are used in the input-, and Fourier planes to encrypt a given image to a stationary white noise.
Subsequently, the DRPE technique has been implemented in various canonical transform domains such as
fractional Fourier, Fresnel- , discrete fractional random-, Hartley-, gyrator-, wavelet-, and fractional Mellin.

One of the canonical transforms, the gyrator transform [8] was introduced in the field of optics and
image processing by Rodrigo et al [9-11]. Further discussion on applications and digital implementation is
contained in the study by Pei and Ding [12]. Cryptosystems for securing the color images have also been
proposed in GT domain [13-15]. Numerous other papers [16-22] dealing with different aspects of GT and
its applications may also be noted.

It is known that the conventional DRPE technique suffers from the problem of optical axis
alignment. Some studies have used structured phase mask, instead of random, to overcome the problem of
axis alignment and to enlarge the key space for enhanced security [23, 24]. The structured phase mask is
generally made from a Fresnel zone plate and a spiral phase plate. Certain recent studies on image encryption
have used structured phase mask derived from Fresnel zone plate [13, 14, 25, 26]. In the proposed scheme,
we have used random phase masks in the input plane, and a structured phase mask based on a Fresnel zone
plate in the frequency plane.

Unlike the conventional approach of taking amplitude image as input in the encryption scheme,
we have considered a fully-phase image which is more secure and has certain advantages reported in a few
studies [27-34]. When the fully-phase image encryption is implemented optically, it is difficult to replicate
the system. The scheme is also resistant to additive and multiplicative noise. Towghi et al [28] compared the
performance of encryption methods based on the two approaches in a DRPE setup. It was shown that the
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decrypted images from fully-phase encryption are more robust to additive noise than those from amplitude
based encryption. In another study, Javidi et al [29] have reviewed the two encryption methods and have
proposed a thresholding scheme that reduces the distortion in the decrypted information. In a study conducted
using fractional Fourier transform, Nishchal et a/ [32] analyzed the performance of a fully phase-based
encryption system. They chose a binary text and a grayscale image to study the tolerance to data loss,
binarization of the encrypted image, and noise perturbation due to additive and multiplicative noise. The
implementation of an optical phase encryption system has been done for a two-dimensional phase-image
obtained from an amplitude image.

The present paper is organized as follows: in section 2, we present a brief mathematical description
of FrFT, GT, and SPM, and the encryption scheme. In section 3, we present the results based on computer
simulations for validation and evaluation of the scheme’s performance. Finally, the conclusions of the study
are summarized in section 4.

2 Principle

In this section, for the sake of continuity, we briefly reproduce essential mathematical formulation
of two linear canonical transforms (FrFT and GT), and the SPM used in the present scheme.

2.1 The fractional Fourier transform

The fractional Fourier transform (FrFT) which is a linear canonical integral transform, is a
generalization of the ordinary Fourier transform and is defined in terms of fractional order p. This transform
has been widely used for many years. The generalization of the ordinary Fourier transform to the FrFT comes
at no additional cost in digital computation or optical implementation. FrFT finds application in many fields
such as quantum mechanics, optical signal processing, time-variant filtering, and multiplexing. Fractional
order domain provides extra security against attacks since the fractional orders of transform provide additional
encryption parameters. The ordinary Fourier transform is a special case of a continuum of fractional Fourier
domains. Mathematical expression of the p-th order FrFT of f{x) can be written as (for simplicity, one-
dimensional function is considered) [35].

FP@3 =17, Kl )f (o) )

where the kernel function K,(x,u) is given by

A exp [in(x*cot® — 2xucsc® + u’cotd)], p # nm;
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expressed in terms of Dirac delta function (8). In the particular case of transform order p =1, FrFT reduces
to the conventional full Fourier transform. When the fractional order p is zero, it leads to identity transform.
The inverse transform of FrFT can be simply evaluated by taking negative of the fractional order. Optical
implementation of the FrFT is done by using Lohmann’s Type I and Type II setups [36, 37]. A simple extension
of FrFT to two-dimensions can be written as

FRf0ap) @) = T2 T, K o ysuv)f e y)dxdy 3)
where  Kp ,(x,y;u,v) = Kp(x,u)Ko(y,v) 4)
2.2 The gyrator transform

and 4 =

, with @ = pr/2. Whenever p is an integeral multiple of &, the kernel is

The gyrator transform is similar to the fractional Fourier transform (FrFT). It is also a linear canonical
integral transform which produces the rotation in the twisted position-spatial frequency planes [8]. FrFT and



Double phase-image encryption using gyrator-, and fractional Fourier transforms... 3

GT have some similarities but kernels used in them are different. FrFT uses a kernel which is the product of
spherical and plane waves whereas GT uses kernel which is the product of hyperbolic and plane waves. The
GT of a two-dimensional function f(x,y) can be written [9] as,

Guv) = GHf ()} ) = I f00)) Ko, psuv)didy (5)
The kernel of the GT is defined as

(xy+uv)coso—xv—yu
sino.

exp|2in

Kalxysuv) =5 (6)
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where o is the transform angle and G(u,v) is the output of gyrator transform. When o = 0, it corresponds to
the identity transform. For o = + E, the GT reduces to a Fourier transform/inverse Fourier transform with
the rotation of the coordinates (i,v). The inverse transform of G*is expressed as G~ or G°™ . The GT is
periodic and additive with respect to rotation angle, G* GP = G*P .

2.3 Structured phase masks

The structured phase masks have some advantages over the commonly used random phase masks
(RPM). Since phase Fresnel zone plates (FZPs) are phase diffractive optical elements, it is difficult to replicate
them. FZPs also have the advantage of overcoming the problem of axis alignment in an optical setup and
possess characteristics of various keys in a single mask as additional security parameters [23].

Unlike the DRPE scheme, where RPMs are used in the encryption, in this paper we have used in the
frequency plane, a structured phase mask based on FZP, aimed at enhancing the system security by increasing
the key space through additional phase mask parameters. The transmittance function of an FZP can be written

)
—inr
23] as T(r) =
23] a5 T = exp| 57
radius. The optical axis is assumed to coincide with the z-direction. The FZP has multiple storing key and its
focusing ring can be aligned with the setup axis.

} where f'is focal length, A denotes the illuminating wavelength, and r is ring focus

2.4 The Encryption scheme

The flowchart of the encryption process of the proposed scheme is shown in Fig 1. Here, the first
amplitude image I;(x, y), to be encrypted, is phase-encoded as exp[in/;(x,y)] and is bonded with a random
phase mask (RPM1), defined as exp[i2nn;(x,y)], in the input plane Simultaneously, the second amplitude
image I,(x, y), converted to phase-encoded image exp[in/,(x,y)] is bonded with another random phase mask
(RPM2) defined as exp[i2mn,(x,y)]. Here, n;(x, y) and n,(x, y) are statistically independent and are uniformly
distributed in [0,1]. Then, the resulting first image is subjected to a gyrator transform GT, of rotation angle
a, whereas the second image is subjected to an FrFT of order (p, ¢). The images so obtained in the frequency
domain are added and subtracted to give P1 and P2 which can be termed as intermediate encrypted images.

exp{i2zn;(x,y)} Intermediate

(RPM1) image
[ L,y Hexp{in[l(x,y)}l.@

Encrypted
GT,(p) image(E1)
exp(-inr’/Af)
Encrypted
GT:(p) ;
exp{inly(x, y)} Q) FrET (p,q) 2 image(E2)

Intermediate
expi2any(x,y)} image
(RPM2)

Fig.1 Flow chart for the encryption process of the proposed scheme
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Finally, we obtain two encrypted images E; and E,, respectively by performing another gyrator transform

These are then bonded with a structured phase mask based on Fresnel zone plate, defined as exp{

GT, of rotation angle B. iz (5 1)
eXpy-laTny(X, Yy,

(RPM1)*
Encrypted | GTi(- inl L(x,y)
image(E1) | > 1(-0) exp{inl;(x,y)} -
Encrypted FrFT(-p,-q) explinly(x,y)} | [ L%, v |
image(E2 g
ge(E2) exp{-izmn;(x, y)}
(RPM2)*

Fig 2. Flow chart for the decryption process of the proposed scheme

Decryption process is simply the reverse of encryption and follows the steps shown in Fig 2. The
encrypted images E; and E, are inverse gyrator transformed with rotation angle 3. The resulting complex
images on multiplication by the conjugate of SPM, are added and subtracted. The added part is subjected
to inverse GT of rotation angle o, followed by multiplication by the conjugate of RPM1, to recover the first
phase-image. On the other hand, the subtracted part is subjected to an inverse FrFT and then multiplied by the
conjugate of RPM2 to recover the second phase-image. Finally, the amplitude images I;(x, y) and I,(x, y) easily
can be obtained from the recovered phase images by extracting the phase of exp[in/;(x,y)] and exp[in/,(x,y)]
and dividing by 7.

3 Results and discussion

In this section, the validity and robustness of the proposed scheme have been verified by performing
numerical simulations on a MATLAB 7.1 platform. The scheme is simple and fast as the entire encryption-
decryption process is accomplished in just a few seconds. We have also carried out sensitivity analysis of the
scheme with respect to decryption parameters.

Two grayscale amplitude images, Barbara and baboon, each of size 256x256 pixels (Figs 3a and 3b),
are converted to phase-encoded images before being used as input in the proposed scheme. The structured
phase mask used in the frequency plane is generated with parameter values as wavelength A = 632.8 nm, focal
length f= 125 mm, and pixel spacing = 0.023. Figure 3(c) presents the FZP-based SPM used in the frequency
plane of the encryption process, whereas Fig 3(d) displays the RPM used in the input plane. The encrypted
images for phase-encoded Barbara and baboon obtained from the encryption process of Fig 1 are shown,
respectively in Figs 3(e) and 3(f). One can easily see that the encrypted images are pure random stationary
white noise. Based on the correct decryption parameters, the recovered images corresponding to the input
images are shown in Figs 3(g) and 3(h). The results of the decrypted images clearly establish the validity of
the proposed scheme. The fractional orders of FrFT used for the present scheme were p = q = 0.3. These have
been taken arbitrarily and considered equal for simplicity. The transform angles are also taken arbitrarily as
a = 0.4x and B = 0.6x for the two gyrators transforms namely GT; and GT, used in the scheme.

In order to assess the efficacy of the proposed scheme, mean-squared-error (MSE) between the input
image and the decrypted image has been computed. If 7,(i, j) and /,(i, j) denote the pixel values of the original
input image (size MXN) and the decrypted image, a mathematical expression for MSE can be written as,

_ {To(i,))—[1aCi, )1}
MSE =X} XY % )
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Fig 3 Results for validation of the proposed scheme: (a) input image Barbara, 256x256 pixels; (b) input
image of baboon 256x256 pixels; (c) structured phase mask at pixel spacing = 0.023, A = 632.8nm,
f=125mm; (d) random phase mask; (e) encrypted image of Barbara; (f) encrypted image of baboon; (g)
decrypted image of Barbara; (h) decrypted image of baboon.



6 Hukum Singh, A K Yadav, Sunanda Vashisth and Kehar Singh

The computed value of MSE between the first input image (Barbara) and the recovered image using
the proposed scheme is 1.8x107°2. Similarly the MSE value between the second input image (baboon) and its
recovered image is 2.4x107%%, It may be noted that a smaller value of MSE means greater similarity between
the input and decrypted images, further validating the proposed scheme.

3.1 Correlation Coefficient (CC)

Correlation coefficient is another criterion used in the literature [38, 39] to measure the similarity of
two images quantitatively. It is obvious that arbitrarily chosen pixels of images are generally highly correlated
in horizontal, vertical or diagonal directions. We know that CC of the encrypted images is much weaker
than that of original images. However, a secure image encryption algorithm must produce an encrypted
image having low CC between adjacent pixels. We have randomly selected 10,000 pairs of adjacent pixels
(horizontal, vertical or diagonal) for computation of CC from the input and the encrypted images separately.
Then, the CC of each pair is calculated by the following relations [38],

pe) =3 TN pr) = ZX i ®)
o) = [y 2 txi— py]"? ©)
o) = [ 2 - p(3] (10)
con(e) = T (5 Lo~ p(2) (an
CcC = % (12)

with o(x) # 0, o(y) # 0. Here x; and y; are the grayscale values of two adjacent pixels, N is the number of pairs
(x;, v;), and p(x) and p(y) are respectively, the mean values of x; and y;.

Tablel Correlation coefficients between adjacent pairs of pixels for original and encrypted images

Correlation Horizontal Vertical Diagonal
Original image: Barbara 0.7904 0.8629 0.6612
Encrypted image 0.0181 0.0174 0.0059
Original image: baboon 0.8994 0.7897 0.7350
Encrypted image 0.0142 0.0054 0.0061

Table 1 gives the CC values of adjacent pixels in the horizontal, vertical or diagonal directions
of original images and their encrypted versions. It is clear that for the original images, the CC values are
very high as compared to those of encrypted images. This clearly indicates that the adjacent pixels in the
original images are strongly correlated. However, for the encrypted images, CC values are nearly zero, which
means that the adjacent pixels in the horizontal, vertical or diagonal directions are weakly correlated. Figure
4(a) shows the original image of Barbara, whereas Fig 4(c) and 4(e) show the scatter plot of correlation
distribution of horizontally adjacent pixels respectively in the original image and in the encrypted image.
Similar information about the second image baboon is shown in Figs 4(b), 4(d) and 4(f).
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Fig 4 Simulation results: (a) input image Barbara; (b) input image of baboon; (c) correlation distribution
of input image Barbara; (d)correlation distribution of input image baboon; (e) correlation distribution of
Barbara encrypted image; (f) correlation distribution of baboon encrypted image.

3.2 Sensitivity analysis

We have investigated the scheme’s sensitivity to various encryption parameters. The decryption in
the proposed scheme depends on the SPM parameters such as focal length, wavelength, pixel spacing, and
orders of the transforms, i.e., p, q of FrFT, and a and § of GT; and GT,. A series of numerical simulations
have been performed with incorrect values of parameters, the correct values being p = ¢ = 0.3 (FrFT orders),
o= 0.4x, = 0.67 (transform angles of GT;| and GT,), /= 125mm, A = 632.8nm, and pixel spacing = 0.023 as
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SPM parameters. We have considered only one wrong parameter for decryption at a time. Keeping all other
parameters correct, we used A = 635.8nm and 637.8nm for the decryption of the first input image of Barbara
(Fig 5a). The corresponding decrypted images (Figs 5b and 5c¢) indicate the scheme’s sensitivity to a small
variation of a few nanometers of wavelength. This is also confirmed by large values of the MSE (0.0916 and
0.1271). The scheme’s sensitivity for the second input image of baboon is shown in Figs 5(d-f).

'MSE =0.0916, A=635.8nm i

MSE =0.1271, A=637.8nm
Fig 5 (a) Input image Barbara; (b-c) decrypted images with incorrect values of wavelength, (d) input
image of baboon; (e-f) decrypted images with incorrect values of wavelength.(values used are shown
in each figure, the correct value being 632.8nm).

We observe that there is a significant drop in quality of the decrypted image for A = 635.8nm (MSE
=0.1117) and the image almost disappears for A = 644.8nm (MSE = 0.1260). There is a progressive decline
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in the quality of recovered images with increase in deviation from the correct wavelength 4 = 632.8nm. We
have also studied the scheme’s sensitivity to the focal length (Fig 6). The decrypted images for Barbara with
wrong focal lengths (f = 126mm and 128mm) are shown in Figs 6(b) and 6(c). Though there appears to be
slight traces/impression in Fig.6(b), the image completely disappears in Fig 6(c), thereby indicating strong
sensitivity with respect to focal length. Similar results for baboon are shown in Fig 6(e) for f = 126mm with
MSE = 0.1355 where the image is just recognizable. Figure 6(f) shows the decrypted image of baboon for

=129mm (MSE = 0.1279), where it nearly disappears.

N

'u.ﬂf? "rl'%ffll
i il
i

MG
I Mt

“"m il
lll

i

MSE =0.1282, f =126mm

:MSE =0.1207, f=128mm i i 1279, f =129mm
Fig 6 (a) Input image Barbara; (b-c) decrypted images with incorrect values of focal length, (d) input
image of baboon; (e-f) decrypted images with incorrect values of focal length (values used are shown
in each figure, the correct value being 125mm).
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0.61t+.0

25

Fig 7 (a) Input image Barbara; (b-c) decrypted images of Barbara with wrong rotation angle a of
gyrator transform with deviation 0.017 and 0.057 from the correct value 0.67; (d) Input image of
baboon; (e-f) decrypted images of baboon with wrong rotation angle a of gyrator transform with
deviation 0.01zm and 0.057 from the correct value 0.6m.

We have verified the sensitivity with the GT rotation angle a. Figs (7b-c, 7e- f) show the decrypted
images with wrong transform angles of GT, that is, 0.6n+ 0.017 and 0.6m + 0.05% and the corresponding MSE
values are equal to 0.1232, 0.1237 for Barbara, and 0.1230, 0.1233 for baboon respectively. The scheme
is also sensitive to the orders of FrFT (Fig 8) but only for the second image, as the decryption of the first
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image is independent of FrFT. Figures 8(b) and 8(c) show the respective decrypted images of baboon (Fig
8a) for deviation of 0.01 and 0.05 in the correct orders of FrFT. It is clear from the decrypted results and the
MSE values that the scheme presented in the study is quite sensitive to the encryption parameters A, f, and
transform orders of FrFT and GT. We would like to point out that we have observed greater sensitivity for the
first image, ; as compared to I, in all the cases. This is perhaps due to the fact that encryption of I; is based
on addition in the frequency domain against subtraction for I,.

MSE =0.1229,p = q = 0.3+.05

S

Fig 8 (a) Input image of baboon; (b-c) decrypted images of baboon with incorrect FrFT order (p, q)
with deviation of 0.01 and 0.05 from the correct value 0.3.
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Fig 9 (a) Plot of MSE as a function of the transform orders of GT,; (b) plot of MSE as a function of the FrFT
orders; (¢) MSE plot with various values of focal length; (d) MSE plot with various values of wavelength.

Further, in Fig 9, we have shown the plots of MSE against focal length, wavelength and transform
orders. The curves of MSE between the input and their corresponding recovered images are plotted as a
function of transform angle at an interval of a = 0.025x in Fig 9(a). In Fig 9(b), we have shown the MSE
curve for the second image baboon as a function of FrFT orders. In both the plots (Figs 9a, 9b), MSE
approaches zero when the images are decrypted with correct transform orders, whereas it increases sharply
in case of even a slight departure from the correct orders. From the curves of MSE, it may be observed that
the scheme is very sensitive to the variation in orders of GT and FrFT. The proposed scheme is examined
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for its sensitivity to the parameters of SPM through MSE curves. We have presented the sensitivity plots of
MSE with focal length and wavelength in Fig 9(c) and 9(d), respectively. It was found that the scheme is very
sensitive to a small variation of £1mm in focal length (Fig. 9c). As observed from the MSE curves in Fig 9(d),
the scheme is also sensitive to wavelength. A careful examination of the MSE curves reveals an asymmetric
behavior on either side of the correct value of the parameter. Further, we observe fluctuations in the curves
for higher values of MSE away from the correct parameter values. This behavior is attributed to the phase
images as input. Such a behavior is not observed for amplitude images using the present scheme.

3.3 Occlusion attack analysis

i ‘
M -
(b) MSE=0.0188

’

. Il

(k) MSE=0.0779
SRR L B R SR

e

Fig 10 (a) Encrypted image with one-fourth part occluded in top-left corner, and (b-c) recovered images of Barbara
and baboon respectively; (d) central half part occluded in the encrypted image, and (e-f) their recovered images
respectively; (g) right-half part occluded in the encrypted image, and (h-i) their recovered images, respectively; (j)
three-fourth left part occluded in encrypted image, and (k-1) their recovered images, respectively.
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We examine the robustness of the proposed algorithm against occlusion attacks. When one-fourth of the
encrypted image is occluded at the top-left corner (Fig 10a), the corresponding recovered images of Barbara
(MSE = 0.0188) and baboon (MSE = 0.0256) are shown respectively in Figs 10(b) and 10(c). When half
of the image is occluded in the center (Fig.10d), the corresponding recovered images of Barbara (MSE =
0.0372) and baboon (MSE = 0.0431) are shown respectively, in Figs 10(e) and 10(f). Similarly, when the
right-half of the encrypted image is occluded (Fig. 10g), the effect of occlusion can be seen in Fig. 10(h)
for Barbara (MSE = 0.0489) and in Fig. 10(i) for baboon (MSE = 0.0558). The last row of Fig 10 shows
the effect of three-fourth left occlusion of the encrypted image (Fig. 10j) and the corresponding recovered
images of Barbara (MSE = 0.0779) and baboon (MSE = 0.0853) in respectively, Figs 10(k) and 10(1). The
quality of these decrypted images indicates the robustness of the proposed scheme against occlusion. It may
be noted that even for 50% image loss, the information of the original image is clearly distinguishable. A
plot of percentage of occlusion on encrypted images with MSE is shown in Fig 11, which indicates a steady
increase in MSE with degree of occlusion.

0.12

0.1

0.08

I'It.I)JOOG
g o.

0.04
—e— Barbara

--©--Baboon

0.02

0 20 40 60 80 100
% Occlusion of Encrypted Image

Fig 11 Plot of MSE with occluded area on encrypted image.

4 Conclusions

In the present paper, we have proposed an encryption scheme for double fully-phase grayscale
images. The scheme uses random phase masks in the input plane and a common structured phase mask in the
frequency plane. The structured phase mask is preferred over the random phase mask to introduce parameters
that enlarge the keyspace. The use of SPM helps in overcoming the problem of axis alignment of the optical
setup, and also enhances the system security. The proposed scheme uses FrFT in the input plane, for one
of the double images, and GT for the other. However, in the frequency domain, GT is used for both the
images. The scheme has been validated and its efficacy has been evaluated from the computed values of MSE
between input and decrypted images. We have also examined the scheme’s sensitivity for transform orders
and parameters of SPM. The numerical simulations have been performed on MATLAB 7.1 and we have
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found the scheme to be sensitive to the encryption parameters. We have also verified its robustness against
occlusion attacks. Though the design of the scheme and presence of the additional parameters in encryption
of double phase-images adds to the security of the system, with the rapid advancement of computational
technology and emergence of new techniques, the system security may become vulnerable to attacks in
future.
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