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From the cryptography point of view, symmetric encryption schemes suffer from several problems; such as, key
distribution, management, delivery and various kinds of attacks. In order to overcome these problems, various asymmetric
image encryption schemes have been reported in literature during past few years. In this paper, at first, we present an
overview of some of the basic image encryption schemes and then we review all the optical asymmetric cryptosystems
based on amplitude- and phase-truncation and phase retrieval approach in different encryption domains like Fourier,
Fresnel, and fractional Fourier transform domains. The input image/data used are gray-scale and color patterns. © Anita
Publications. All rights reserved.
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1 Introduction

Confidential communication is one of the necessities of social life. In this context, some important
issues have to be solved. The message should be transmitted secretly, so that no unauthorized user gets
access to the original secured message. The sender should be ensured that the message received is exactly
the same as it was transmitted. Also, the receiver should ensure that the message coming from right person
is exactly the same as it was transmitted. There could be two ways to solve these issues; write message with
invisible ink or to transmit via trustworthy person. Another way is a scientific approach, which is called
cryptography.

Cryptography is an art of transforming information into something unintelligible for anyone but the
intended recipient. Several cryptographic tools are being used to ensure security, integrity, and authentication
of data. As an information carrier, image is widely used in many fields for its vivid expression. Consequently,
securing image is an important issue in information security. There have been several studies on digital
information security techniques [ 1, 2].

The process of transformation of a plaintext into a ciphertext is called encryption and the reverse
process is called decryption. In encryption, a secret data (plaintext) is transformed into a noisy distribution
(ciphertext) with an algorithm so that it is computationally infeasible to reveal it without knowledge of the
exact keys [1,2]. But, advanced high speed computers are able to reduce the processing time required to
decipher an encoded message, which are becoming easily available. When large amounts of information
are to be encoded, digital techniques take longer time in processing. Various digital techniques have been
developed for image encryption applications [ 1, 2]. However, these techniques are inherently one-dimensional
and limited to serial processing; the ones and zeros denoting the presence or absence of a pixel have to be
processed one bit at a time [3-5].

Optical techniques for information security have triggered much interest because of their unique
advantages such as parallel processing; every pixel of two-dimensional images can be both relayed and
processed at the same time [4, 5]. So, when a large volume of information is to be processed, parallel processing
offers enormous advantages. These techniques also have multi-dimensional capability; information can be
hidden in any of the several dimensions, such as phase, wavelength, spatial frequency, or polarization of light.
Optical encryption techniques provide high level of security because two-dimensional (2-D) information can
be encoded securely. The optical techniques can easily be extended to three dimensions using holography
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[6-8]. An intensity sensing device, such as a charge-coupled device (CCD) camera cannot record any phase
information. It is possible to tuck away an optical message in only one small section of 2-D array, trick that
forces unauthorized users to find the message’s position before they can begin to decode it.

Optical information system consists of light source, lenses, mirrors, beam splitters, detectors, and
display devices, such as, liquid crystal spatial light modulator (SLM). These components can be arranged
in various configurations to suit the type of desired optical information processing set-up [6]. The following
scenario describes some of the basic processes in an optical system. Information in the form of light wave
passes through a converging lens that introduces delay or phase-shift to the incident wavefront by an amount
proportional to; the thickness of lens, refractive index of the lens, and the wavelength of light. The light is
distributed at the back focal plane of the lens, according to the spatial frequencies that were present in the
original information. This spatial distribution in back focal plane can be described mathematically as the
Fourier transform (FT) of the input information. The Fourier transforming capability of a converging lens
is a crucial property of the optical processors because it allows further manipulation of the information in
the spatial frequency domain [6].

Optical security techniques have generated considerable amount of interest amongst the researchers’
in the last few decades. Several optical security techniques have been realized to broaden the research area
of information security like authentication verification [9-11], watermarking [12-14], hiding [15-18], and
encryption [19-95]. In this paper, we review various image encryption schemes reported in literature with
special emphasis on optical asymmetric cryptosystems.

1.1 Opftical symmetric image encryption schemes

Amongst the various optical security techniques reported in literature, encryption is an effective
approach to ensure the security of information. To protect the stored information, it is required to encrypt
the data/image. An optical encryption scheme turns the original information into a stationary white noise by
using random phase codes (key). An unauthorized user cannot reveal the original data without knowledge
of the exact key codes. The original information can be encoded optically by using various encryption
techniques. Double random phase encoding (DRPE) based encryption [19-25], digital holography-based
encryption [26-28], polarization encryption [29-33], interference-based encryption [34-38], and interference
of polarized light based encryption [39, 40], are some of the major symmetric optical encryption techniques,
which have been reported in the literature. Out of these, DRPE based encryption scheme has been studied
extensively.

A. DRPE based encryption scheme

In the conventional DRPE technique [19], the primary image is encrypted using two random phase
masks (RPMs), one bonded with the primary image and another placed in the Fourier domain, respectively.
Unnikrishnan et a/ [20] proposed an optical encryption method using random phase encoding in the fractional
Fourier transform (FRT) domain. Fourier transform operators in DRPE scheme were replaced with FRT
operators. The remarkable feature of optical encryption based on the FRT is the fractional order, which
enlarges the key space and further enhances the security of encryption schemes [21, 22].

In Fresnel transform (FrT) based image encryption techniques; optical wavelength, propagation
distance, and sampling parameters are considered as additional keys for image encryption. Mathematically,
FrT is computed through Fresnel-Kirchhoff formula. Matoba and Javidi [23] proposed an encrypted optical
memory system using RPMs as keys in the Fr'T domain, which added a third dimension to the RPMs by
shifting the RPM away from the Fourier plane. Situ and Zhang [24] proposed flexible and compact way of
optical DRPE in FrT domain. In this scheme, a primary image is encrypted into random noise using two
statistically independent RPMs, in the input and FrT planes, respectively. This scheme is lensless, which
requires less hardware component and is easier to implement as compared to conventional DRPE scheme.
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B. Holography based encryption scheme

Optical holography is a technique in which both the amplitude and phase of an object of interest
can be recorded as a hologram in the form of interference fringes [7]. Usually, a hologram is recorded on
a flat surface that contains information about the whole three-dimensional (3D) object. When optical wave
field from a diffuse object is recorded as a hologram, the hologram becomes noisy pattern because the
interference fringes of randomly phase modulated waves are recorded in the hologram. Nevertheless, the
image of an object can be reconstructed from hologram in perfect form. This diffuse type holography can
be used for image encryption and watermarking [12]. On the other hand, digital recording of holograms
has potential advantages over optical techniques in that no physical or chemical developing is required after
exposure. Hence, processing of holograms is possible in real-time [8].

Several image encryption schemes have also been proposed using digital holography [26-28]. Among
them, DRPE scheme based on digital holography has been widely investigated because of its high security
level and digital transmission characters [26,27]. But these encryption schemes usually require recording of
several interferograms with three or four step phase-shifting. This results into low efficiency and are poor
in real-time. However, the recording of less number of holograms is required in two-step phase-shifting
holography and also have better real-time applicability [28].

C. Polarization based encryption scheme

Optical encryption using the concept of polarization has attracted much attention because polarization
encryption provides additional flexibility in the design of encryption keys [26-30]. Unnikrishnan ef al [29]
demonstrated an optical encryption scheme based on polarization of light for binary images. Polarization
encoding has also been proposed to secure holographic memory [30]. Biener ef a/ [31] presented an approach
for geometrical phase encryption using spatial polarization state manipulation. Polarization of light using
Stokes-Mueller formalism has main advantage over Jones vector formalism that it manipulates only intensity
information, which is a measurable quantity. Alfalou and Brosseau [32] proposed dual encryption scheme of
images using polarized light. In this scheme, Stokes-Mueller formalism is used to parameterize the intensity
images. The image is encrypted using the concept of polarized light encoding in which two independent
optical plane waves are used. The first plane wave illuminates input image and is encoded into given states
of polarization. Second plane wave illuminates intensity key image and is encoded into another state of
polarization. Then these two waves are mixed to obtain first level of encryption. The resulting waves are
then passed through a matrix of linear polarizer, to obtain the second level of encryption. For decryption,
encrypted image is passed through another pixilated polarizer with appropriate angles which gives the
original image. Recently, Dubreuil ef al [33] analyzed the security proposed by Alfalou and Brosseau [32],
to chosen ciphertext-attack, chosen-plaintext attack, known-plaintext attack, and some other attacks like brute
force attack and video sequence attack. This method is found to be resistant against brute force and video
sequence attacks because of the high number of combinations of the keys. However, the method is vulnerable
to known- and chosen-plaintext attacks when more than one plaintext-ciphertext pair is known.

D. Interference based encryption scheme

Several image encryption methods have been proposed in literature in which an image is encoded
into phase-only masks (POM) using iterative algorithm. These methods are not cost effective rather they are
time consuming. To overcome the drawbacks, a simple method of image encryption based on interference
principle has been proposed [34], in which image to be encrypted is encoded into two pure POMs analytically.
For decryption, analytically generated POMs optically interfere and give the original image. This encoding
process is simple and does not require the iterative algorithm. Extending this pioneering work, several image
encryption methods have been reported [35-38]. Interference based encryption scheme has also been used for
information hiding [35]. Weng et al [36] reported experimental verification of optical image encryption based
on interference. The phase-only SLM is used to generate the desired phase retardations and holographic plate



is used to record the modulated wavefronts in two step holographic exposure process. It has been reported
that this method has a drawback when only one of the two masks is used in the verification process [37].
Although the encrypted image cannot be decrypted exactly, one can still find the silhouette of the encrypted
image [37]. Silhouette may be obtained due to the equipollent nature of the POMs generated by analytical
method. Recently, a silhouette free multiple image encryption method using position multiplexing based on
interference has been proposed by Qin and Gong [38&]. The information of multiple images is hidden into
three POMs without using iterative algorithm.

Interference based encryption scheme suffers from alignment problem because it is difficult
to collimate two beams into a collinear path. To solve this problem, optical image encryption based on
interference between two polarized wavefronts has been proposed [39]. In this technique, a polarization
selective diffractive optical element (PSDOE) is used to generate the desired polarized wavefronts. The
PSDOE is a phase-only optical element fabricated on a birefringent substrate where ordinary and extra-
ordinary polarized light will have different refractive indices. An encryption and verification method based
on interference principle has also been reported [40], in which two different images are encoded into three
diffractive phase elements by using two different incident wavelengths. The two wavelength parameters and
the distances serve as keys for decryption. These schemes alleviate the alignment problem of interference
and do not need iterative encoding and offer multiple levels of security. The PSDOE consists of a 2-D
array of pixels, which is employed to generate two desired polarized wavefronts by modulating the incident
polarized beam. Each pixel of the PSDOE offers a phase delay corresponding to the etched surface-relief
depth of the birefringent substrate [39,40].

E. Multiple image encryption

In communication system, there is a requirement for several users to share the common information
simultaneously and in a controlled way. Generally, in multiple image encryption methods, two or more
images are encoded into a single image using optical or digital techniques. To secure multiple images,
various encryption schemes have been suggested [41-47]. Situ and Zhang [41] proposed a technique of
wavelength-multiplexing and position-multiplexing into the DRPE system. Shortt et al [42] proposed a
technique for compression of optically encrypted digital holograms using neural network. Further, multiple
image encryption method has been reported claiming the solution to the problems of cross-talk and increasing
the multiplexing capability and also security to the cryptosystems [43-47].

In multiple image encryption methods, an important issue is to reduce cross-talks and accordingly
increase number of images that can be encrypted simultaneously. Hwang et al [44] proposed multiple image
encryption and multiplexing using modified Gerchberg-Saxton (G-S) phase retrieval algorithm in FrT domain.
Owing to the need of image compression to reduce the size of the data, which ultimately affects the digital
processing time, researchers have combined the schemes of compression to encryption/decryption. Alfalou
and Brosseau [45] proposed a scheme to compress and encrypt simultaneously multiple images using spectral
multiplexing. Alfalou and Mansour [46] proposed multiplexing and encoding of multiple images, which
enables to obtain better compression and transmission information rates. Deng and Zhao [47] proposed a
method for multiple-image encryption using phase retrieval algorithm and intermodulation in FT domain.
In this method, all plaintexts are extracted from the ciphertext without any cross-talk.

F. Color image encryption

Most of the proposals on image encryption in literature deal with binary/gray-scale images. The
images are encrypted and decrypted by a monochromatic light therefore; the decrypted images do not
preserve their color information. The color information of an image is useful in many practical applications,
such as security verification of human facial images. In general, a color image provides more information
as compared to a monochromatic one. Also, it is believed that additional color information could contribute
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to a higher level of security than binary and gray images. Color is an effective descriptor. A color image
plays a significant role in our society. Now-a-days color image encryption has become an important field
of research for data security [48-56].

Most of the color image encryption schemes belong to the three-channel processor, in which each
channel is encrypted or decrypted independently. Processing three primary color components independently
increases the complexity and computational cost [49-54]. Some optical color image encryption schemes
based on wavelength multiplexing [49], FRT [50], phase encoding in hue, saturation, and value color space
[51], Arnold transform [52], and fractional —wavelet transform [53] have been reported. A multiplexing and
encryption technique for four color images in FRT domain has also been reported [54].

In color image encryption schemes, the image is decomposed into three primary color components;
red, green, and blue, and hence three channels are created for processing. Some single channel color image
encryption methods have been proposed [55,56]. Deng and Zhao [55] proposed a single-channel method for
color image encryption using modified G-S algorithm (MGSA) and mutual encoding in the FrT domain. A
technique of color image encryption using wavelength multiplexing has been proposed by Hwang [56].

Most of the image encryption systems based on mathematical transform are linear systems, which
are relatively weak in comparison to the nonlinear encryption systems. The reason is that the functional
relationship among plaintext, ciphertext, and key is comparatively simple in a linear encryption system,
which makes the encryption system potentially insecure against some common attacks. Any optical security
system cannot be claimed secure unless it is able to endure various attacks such as brute force attack,
chosen-ciphertext attack, chosen-plaintext attack, known-plaintext attack etc [57-61]. In the analysis of an
encryption scheme, it is assumed that attackers already know the encryption algorithm as well as encryption
domain and other resources.

The brute force attack against any cryptosystem consists of trying every possible key until finding the
correct one. For two phase keys, each of size N x N pixels and that each pixel has L possible phase values,
the number of trials required to retrieve both phase keys will be L*N *N. Suppose L = 64 phase levels and N
=200 pixels. Then the number of trials would be 64%°°% which is a large number. However, these numbers
can be reduced by considering appropriate phase key combinations. For binary phase keys, the number would
reduce to 28°°°°. This attack may be possible because of availability of high speed computers [59].

2 Asymmetric cryptosystems

2.1. Phase-truncation based approach

A. Fourier transform domain

Most of the optical image encryption schemes which have been discussed in previous sections are
considered as symmetric cryptosystem, in which encryption keys are identical to decryption keys. These
cryptosystems would suffer from problems, such as, key distribution and management under an environment
of network security. To solve this problem, asymmetric cryptosystems have been proposed [62-95]. Peng
et al [62] proposed asymmetric cryptography based on wavefront sensing technology. In this scheme, the
encryption key is derived from optical parameters, such as wavelength, focal length, or their combination
and the decryption key is obtained from a regular point array formed by microlenslet array. Qin and Peng
[63] proposed an asymmetric cryptosystem based on phase-truncated Fourier transforms (PTFTs), in which
the encryption keys differ from the decryption keys. Also, only the amplitude of the Fourier spectrum is
retained while phase part of the spectrum is truncated.

The block diagrams of asymmetric cryptosystem based on PTFT for encryption and decryption
procedures have been shown in Figs 1(a) and (b), respectively. In phase truncation based asymmetric
cryptosystem in FT domain, similar to DRPE two statistically independent
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Fig 1. (a) Block diagram of asymmetric cryptosystem for encryption (b) block diagram of asymmetric
cryptosystem for decryption.

RPMs; exp{i2nri(x,y)} and exp{i2nry(x,y)}, respectively are employed to encode an image f{x,y)
into an asymmetric ciphertext, E(x,y) as real-valued and stationary white noise [63].

E\(u,v) = PT{FT[f (x,y) x exp{i2mr (x, y)}]} )

E(x,y)=PT{FT[E,(u,v) xexp{i2nr, (u,v)}1} )

Here, IFT represents inverse Fourier transform operation. For complete retrieval of an image, the
decryption keys (DKs) are generated as

R(u,v) = AT{FTLf (x, y) x exp{i2nr (x, y)} 1} (3)

Py (x,y) = ATUFTLE, (u,v) x exp{i2nry (x, y)} ]} )

For decryption, the encrypted image, E(x,y) multiplied with second decryption key, P,(x,y) is inverse
Fourier transformed.

e (u,v) = PT{IFT[E(x, y) x Py (x, ¥)]} Q)

The decrypted image, d(x,y) is obtained by multiplying phase-truncated value obtained from Eq
(5) with first decryption key, P;(u,v) and by performing FT operation,

d(x,y) = PT{FT[e;(u,v) x K (u,v)]} (6)

Reference beam

Inputplane i N@rplmle

e

(e

Fig 2. schematic diagram for optical encryption and decryption

The schematic diagram for decryption is shown in Fig 2. From Eqs (3) and (4), it can be seen
that the decryption keys are related to the original image and encryption keys. Therefore, using arbitrarily
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selected encryption keys or decryption keys may result incorrect decryption. Main problem for an opponent
is to reproduce decryption keys because phase truncation leads to one way function. It is also claimed that
this scheme offers immunity against existing attacks [63]. The decrypted image can be obtained only if
correct decryption keys are used.

For validation of optical asymmetric cryptosystem based on phase-truncation approach, computer
simulations have been carried out on MATLAB 7.10 platform. The simulation results for optical asymmetric
cryptosystem based on amplitude-truncation and phase-truncation in FT domain are shown in Figs 3(a-¢).
An image of a capsicum of size 256 X 256 pixels to be encrypted is shown in Fig 3(a). Figures 3(b) and
(c) show the first and second decryption keys respectively. Figure 3(d) shows the encrypted image. Figure
4(a) shows the decrypted image obtained after using all correct keys. Figure 4(b) shows the decrypted image
obtained after using wrong decryption keys. Figure 4(c) shows the decrypted image obtained after using
encryption keys.

() (b) (c) (d
Fig 3(a). An image of capsicum to be encrypted, (b) first decryption key, (c) second decryption key,
and (d) encrypted image.

(a) (b) (c)
Fig 4(a). Decrypted image obtained after using all correct keys, (b) decrypted image obtained after
using wrong decryption keys, and (c) decrypted image obtained after using encryption keys.

Based on the principle of amplitude- and phase-truncation, two decryption keys; universal key and
special key are generated. In this asymmetric encryption method, each of them can be used for decryption
independently in absence of the other [64]. Wang and Zhao [65] proposed multiple image encryption
method based on FT domain nonlinear operations. The RPMs for encryption and additional keys, which are
determined by the original images and generated by the nonlinear operations during encryption processes
is necessary for image decoding. This concept of asymmetric cryptosystem has also been combined with
phase retrieval algorithm for encrypting two gray-scale images [66]. In this scheme, two covert images are
encoded into an overt image using phase retrieval algorithm. Deng and Zhao [67] proposed a color image
encryption using the concept of an asymmetric cryptosystem in FT domain. Later, it has been found that
the asymmetric cryptosystems based on phase-truncation in FT domain is vulnerable to special attack in
which encrypted information can be obtained if encryption keys are known to the attackers [68]. This attack
is based on a two step iterative amplitude retrieval approach, which can reveal encrypted information by
using encryption keys and ciphertext.
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The phase truncation approach has been further modified [69-74]. Wang and Zhao [69] enhanced
security of phase-truncation based image encryption scheme by amplitude modulation. Wang and Zhao [70]
proposed double image encryption in which images are encoded into amplitude ciphertext and two pure
POMs. Ding et al [71] proposed security enhanced phase- and amplitude-truncation based image encryption
scheme. For security enhancement, spherical wave illumination has been employed. An asymmetric encryption
scheme has been combined with joint transform correlator (JTC) based encryption [72]. The attack analysis
has also been carried out, which infers that this scheme is resistant to hybrid attack. The hybrid attack is the
combination of specific attack on asymmetric cryptosystem and chosen-plaintext attack on image encryption
based on JTC.

Recently, Wang and Zhao [73] proposed an amplitude-phase retrieval attack free cryptosystem
based on direct attack to PTFT-based encryption using a random amplitude mask. Liu et a/ [74] proposed
an asymmetric cryptosystem based on mixture retrieval type of Yang-Gu algorithm.

B. Fractional Fourier transform domain

In this section, we discuss asymmetric image encryption schemes in FRT domain. An image to be
encrypted, f(x,y), is multiplied with an RPM, exp[j2zri(x, y)], and then its fractional spectrum is obtained,
which may be given as [75,76],

2,.2,.2 2
F(u,v)zK”{f(x,y)xexp[ian](x,y)]}xexp{jnx ty tu v

2jn x.yuv dxdy (7)
tan o sina

The symbol K represents a complex constant, which is defined as

exp {—j [% msgn(sin OL)) - ;a}

K = 172 ®)

|sin 0L|

o = an/2 and o # nm, where n is an integer. Here (x, y) and (u, v) are coordinates of the input

and fractional planes, respectively. Here r{(x, y) is a random white sequence uniformly distributed in the

interval [0, 1]. Similarly, Egs. (1) to (6) can be used for encryption and decryption processes by replacing

FT with FRT. The encryption and decryption process of optical asymmetric cryptosystem in FRT domain
are illustrated with the help of Figures 5(a) and (b), respectively.

1(x%,y) ry(x,y)

Fig 5(a). Schematic diagram for optical encryption and decryption

Reference beam
Input plane L N}wﬁmpm
CCD
— - 3
PC
L=

Fig 5(b). Block diagram for optical encryption and decryption

For simulation study an image of capsicum as shown in Fig 3(a) has been used. Figure 6(a) shows
the encrypted image and Fig 6(b) shows the decrypted image obtained after using correct fractional orders
along with other keys. Figures 6(c-h) show the decrypted images obtained after using fractional orders with
difference of 0.02, 0.04, 0.06, 0.08, 0.1, and 0.12, respectively.
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Now we discuss fractional domain asymmetric encryption schemes which have been combined
with other encryption schemes. An image encryption scheme for securing multiple images which combines
the concept of interference principle and phase-truncation approach has been proposed in Ref. 75. In this
encryption scheme, multiple images are encoded into phase-truncated function and individual and common
keys generated for multiple images. Then, phase-truncated function is encoded into two phase-only functions
using optical interference.

(b) @

(e ® (€9) (h)
Fig 6 (a). Encrypted image in FRT domain, (b) decrypted image obtained after using correct fractional
orders along with other keys, (c-h) decrypted images obtained after using different fractional orders with
differences 0 .02, 0.04, 0.06, 0.08, 0.1, and 0.12, respectively.

For decryption, the two POMs which were generated analytically interfere with each other and
the phase-truncated function is obtained. Finally, original images are obtained by reverse concept of phase
truncation based encoding. Usually, the collimation of two beams into co-axis is not a simple task. The
collimation which is always needed for optical decryption of interference based encryption scheme has been
sort out by using a PSDOE. In this scheme, the collimation is easier since all optical elements are in the
same optical axis. This concept has been used for single channel color image encryption in FRT domain [76].
Wang et al [77] proposed color image hiding based on phase-truncation and phase retrieval technique. They
also proposed an asymmetric multiple-image hiding using phase retrieval technique based on amplitude-
and phase-truncation [78]. Further, FRT domain asymmetric cryptosystems and its cryptanalysis have also
been reported [79]. An asymmetric cryptosystem for securing multiple images using two beam interference
principles has also been proposed [80].

C. Fresnel transform domain

An optical image encryption based on asymmetric cryptosystem in the FrT domain has been
proposed by Chen and Chen [81], for securing color images. Recently, FrT domain asymmetric cryptosystems
using different schemes have been reported [82,83]. In this section, first we discuss FrT domain optical
asymmetric cryptosystem based on amplitude- and phase-truncation approach. These cryptosystems have
been combined with other schemes for security enhancement [82-85]. Also, such cryptosystems have shown
immunity against various types of attacks like known-plaintext and chosen plaintext attacks [82].
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The encryption and decryption processes of Fr'T domain optical asymmetric cryptosystem based
on amplitude- and phase-truncation can be illustrated by using Figs 1(a) and (b) by replacing FT with FrT
operation. For encryption, an image to be encrypted, f{(x,y), is multiplied with RPM, exp[i2nr(x,y)], and
then its FrT is obtained [82-84],

i2nz
of 2] .
Ey(u,v) = Tjﬂ {e(x, ) x expli2mr (x, )]} x exp [g (-0 +(r-»? )} dxdy )

Here A denotes the wavelength, z denotes free space propagation distance, and (x, y) and (u, v) are
the coordinates of input and Fresnel planes, respectively. Here r(x,y) is a random phase function uniformly
distributed in the interval [0, 27t]. Similarly, Eqs (1) to (6) can be used for encryption and decryption processes
by replacing FT with FrT function.

The encryption process should be realized digitally using a computer and decryption can be
realized optically using an optical set-up as shown in Fig. 2 by replacing lens with free space propagation.
The phase-truncated image bonded with the second decryption key, can be displayed over an electrically
addressed SLM and its FrT can be obtained, which should be recorded with a CCD camera and stored in
a personal computer for further numerical processing.

The FrT domain asymmetric cryptosystem has been combined with the polarized light encoding in
Ref. 85. The phase-truncated value obtained by asymmetric cryptosystem is encoded and decoded by using
the concept of Stokes-Mueller (S-M) formalism. Image encryption based on polarization using S-M formalism
has main advantage over Jones vector formalism that it manipulates only intensity information, which is
a measurable quantity. Thus any intensity image can be encrypted and decrypted using this scheme. The
proposed encryption scheme offers several advantages such as lens free setup, flexibility in the encryption
key design, uses asymmetric keys, and have immunity against special attack [85].

A collision attack has been carried out on an asymmetric cryptosystem based on phase- truncated
FrT [86]. In this attack, two distinct inputs can generate identical output. An attacker finds the encryption
keys in such a way that when it is applied to encrypted image it produces an arbitrary image instead of
original one. It has been proved that asymmetric cryptosystem based on phase- truncation approach is
vulnerable to collision attack.

A known-plaintext attack has been carried out on phase-truncation-based cryptosystem, in which two
asymmetric decryption keys are generated for decrypting original image independent of the encryption domain
[87]. Recently, a nonlinear cryptosystem based on G-S phase-retrieval algorithm in FrT domain has been
proposed [88]. In this scheme, two asymmetric keys are generated from G-S phase retrieval algorithm.

2.2 Phase-retrieval based approach
A. Encryption

Phase-retrieval algorithm is another approach which has been used for implementing the asymmetric
cryptosystem [74]. In this scheme, phase retrieval algorithm such as Yang-Gu algorithm is used for obtaining
encrypted image in FT domain with the help of amplitude modulation. G-S algorithm is also used for obtaining
two levels of encryption in Fr'T domain with the help of amplitude modulation [88]. For obtaining the first
level of encryption, image to be encrypted and RPM are used as input to the phase-retrieval algorithm.
For obtaining the second level of encryption, intermediate amplitude value of first step of phase-retrieval
algorithm and a second RPM are used as input to the phase-retrieval algorithm.

Suppose g(x, y) is input plaintext to be encrypted and exp{i2nr;(x, y)} is the RPM. The product
of the amplitude of input plaintext to be encrypted and the RPM after n'M iteration is written as a complex
function, g, (x, »)

g, (x,y) =|g(x, )| x exp{i2nr, (x, )} (10)
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The FT of above complex function (Eq (10)) is calculated a

Gn+l(ufv) =FT [grlz (xay)]
= FT[|g(x, )| x exp {i2mr, (x,) }] (11)
= |Gy ()| x exp {ig,, () }

The obtained amplitude, G, (1,v) in Eq.(11) is called the first level of encryption. The first
decryption key is obtained with the help of phase, exp(ip,(u, v). Replace amplitude with random amplitude
mask, R;(u,v) as

G (u,v) = Ry (u,v) xexp i@, (u,v)} (12)
Here, RPM, exp{i2nr(x, ¥)} and random amplitude mask, R,(u, v) serve as a encryption keys for
the first level of encryption. Now inverse FT perform as

Gz';+1(x’ »)=1IFT[G,,,(u,v)]

" : (13)
= [Gyla (e )| x explio, (x, )}
Amplitude of Eq. (13) is replaced with amplitude of plaintext to be encrypted
gna (1) =|g(x, »)| x exp(ip,, (u, ) i

=|g(x, )| x expfir, ., (u,v)}

Convergence of the iteration process is completed by calculating mean square error (MSE) between
abs[G,+1"(x, y)] and abs[g(x, y)], which is defined as

N-1N-I

3 3 g - |Gra (P

x=0 y=0

MSE = (15)
NxN

For obtaining the second level of encryption, G-S algorithm is again used. Now the first level of
encrypted image, G,.1(u,v) and another RPM, exp{i2nr,(x,y)} are used as input to G-S algorithm.

The encryption of second level is also obtained by similar steps as used during first level of
encryption. Any complex function D, (u,v) after m™ iteration can be written with the help of first level of
encrypted image, G,.1(#,v) and another RPM, exp{i2nr,(u,v)} as

D! (u,v)=

Gn+l(u,v)| x exp{i2nr,,, (u,v)} (16)

The FT of Eq. (16) is calculated as

Dm+1(x’y):FT[Drln(usv)] (17)
=D, (5 )| x explioy, (x, 1)}

Replace amplitude with another random amplitude mask, R,(x,y)

Dy 1(x,y) = Ry (x, ) x exp i@, (x, y)} (18)

Then inverse FT of Eq. (18) is calculates as

Dy (u,v) = IFT [Dy,,1 (u,v) ]

=Dy (w,v)| x explio), (u,v)} (19)
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Now the amplitude is replaced with intensity of first level of encrypted image

Dy, (,v) =|G,,y (u,v)| x expliy, (u,v)

= |Gn+1 (u’ V)| X €Xp {ir2(m+l) (u9 V)} (20)

In this case, the convergence of the iteration process is completed by computing MSE between
abs[D" ,..1(u, v)] and abs[G,+1(u, v)]. The second RPM, exp{i2nr,(x, y)} and second random amplitude
mask, R,(u, v) are the encryption keys for second level of encryption. Here amplitude of D, (x, ¥) [Eq
(14)] is the encrypted image.

The block diagram of asymmetric cryptosystem based on phase-retrieval algorithm in FT domain
is shown in Fig 7. The use of phase-retrieval algorithm randomizes the input plaintext during encryption
and due to the use of random amplitude mask; it offers better security [84].

For decryption of original images, the asymmetric decryption keys are calculated with the help of
Egs (11), (17), and (20), as follows

p1(u,v) =explio, (u,v)} x eXp{_i”z(mH) (u,v)} (21)
P2(x,y) = explig,, (x,y)} (22)
Intensity Image—>{Amplimde] FT mplitud amplinde]  FT mplitudd IEIE;szd
RPM; Phase Phase | M Phase Phase l °
P, o,

Amplinde|  IFT  famplinde f—1RAM; Amplimde| IFT  [amplinde b— RAM,
Phase Phase Phase Phase

Fig 7. Block diagram for optical encryption and decryption

It can be found that the inverse FT of Eq (17) is equivalent to Eq (20) and if it is multiplied with
exp{—irym+1)(u, v)}, then it returns to the first level of encrypted image, G, (u, v). In this scheme, both the
decryption keys are not same as intermediate phases obtained through the G-S phase-retrieval algorithm.
They are derived from intermediate phases. Therefore, the decryption keys can retrieve the original image
using basic DRPE architecture.

B. Decryption

For decryption, the encrypted image multiplied with second asymmetric key is inverse Fourier
transformed. The obtained Fourier transformed function is further multiplied with first asymmetric key and
inverse Fourier transformed. Theoretically, the decrypted image is obtained by using both asymmetric keys
as

dy(u,v) = FT[|D,,,,(x, »)| % p,(x,)] (23)

d(x,y) = IFT(d,(u,v) x p(u,v)] 24)

The decryption procedure of proposed scheme can be realized optically with the help of DRPE
architecture, as shown in Fig 8. In this DRPE based decryption scheme, an encrypted image bonded with
second decryption key is placed in the input plane and illuminated with a coherent light source. Its Fourier
spectrum is multiplied with second decryption key, which can be placed at Fourier plane. Intensity of
decrypted image can be recorded at output plane through a CCD camera.
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Fig 8. Schematic diagram for optical decryption

For numerical simulation, an image of baboon, as shown in Fig 9(a) has been used. Figures 9(b)
and (c) show the first and second asymmetric decryption keys, respectively. Figure 9(d) shows the encrypted
image. Figure 10(a) shows the relation between values of MSE and number of iterations during generation
of first asymmetric decryption key. Figure 10(b) shows the relation between values of MSE and number of
iterations during generation of second asymmetric decryption key.

Figure 11(a) shows the decrypted image of baboon obtained after using all correct keys. Figure 11(b)
and (c) show the decrypted images of baboon obtained after using wrong decryption keys and encryption
keys, respectively. Figure 11(c) shows the decrypted image of baboon obtained after using keys generated
according to phase truncation approach.

T EE > — g g i
p

() (b (c) (d)
Fig 9(a). An image of baboon to be encrypted, (b) first decryption key, (c¢) second decryption key, and
(d) encrypted image.

Recently, it has been a subject of discussion that the asymmetric cryptosystems based on PTFT
[63] and asymmetric cryptosystem using random binary phase modulation based on mixture retrieval type
of Yang-Gu algorithm [74] and their derivatives are not asymmetric cryptosystems in true sense [89]. It has
been claimed that the authors have ignored a fundamental rule in designing an asymmetric cryptosystem.
According to fundamental rule of asymmetric cryptosystem, public and private keys should be independent
of the image to be encrypted. But, in a recent communication it has been agreed that these cryptosystems
can be called as an ‘optical asymmetric cryptosystem’ rather than ‘asymmetric cryptosystem’ [90, 91]. It
is not necessary that an optical cryptosystems should follow exactly the same terminology, structures, and
algorithms of general digital cryptography [90]. Wang et al [91] reported a detailed discussion on asymmetric
cryptosystem and proposed a new attack on optical asymmetric cryptosystem based on PTFT. They argued
that optical cryptosystems and digital cryptosystems are two different kinds of cryptosystems.

Deng [92] proposed a hybrid attack on double images encryption method with resistance against
the specific attack based on an asymmetric algorithm. An optical asymmetric cryptography using 3D space
based model has also been proposed [93]. In this scheme, RPM and plaintext are combined as a series of
particles. Liu et al [94] also proposed asymmetric cryptosystem by using modular arithmetic operation based
on DRPE. Most recently, Fan ef a/ [95] proposed asymmetric cryptosystem based on two step phase-shifting
interferometry and elliptic curve algorithm.
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Fig 10. (a) plot between MSE and number of iterations during generation of first decryption key and
(b) plot between MSE and number of iterations during generation of second decryption key.

© (d)

Fig 11 (a). Decrypted image obtained after using all correct keys, (b) decrypted image obtained after using
all wrong decryption keys, (c) decrypted image obtained after using encryption keys, and (d) decrypted
image obtained after using keys generated according to phase truncation approach.

4 Conclusion

Various asymmetric image encryption schemes in Fourier, Fresnel, and FRT domains based on

amplitude- and phase-truncation and phase-retrieval algorithm have been reviewed. It has been found that
these cryptosystems have immunity against most of the attacks because of non-linearity in such asymmetric
cryptosystems. It has also been found that some of the asymmetric schemes are vulnerable to special kind of
attacks in which two encryption keys are considered as public keys. The asymmetric cryptosystems in variants
scheme like FrT and FRT domains offer better security as compared to FT domain schemes.
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