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Due to electromagnetic interaction at the metal-dielectric interface, propagating surface waves are formed which are
known as surface plasmons. Certain non-propagating excitations too are formed by appropriately illuminated metal
nanoparticles which are known as localized surface plasmon resonance. These excitations exhibit special features
and have thus, found their use in information security, its authentication and validation. This paper reviews the recent
advancements made in the field of information security using plasmonics. © Anita Publications. All rights reserved.
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1 Introduction

With the rapid development of the communication techniques, information security is becoming
important day-by-day. Protection of the synthesized data from unauthorized use and counterfeiting has
become an important subject for research [1-6]. In the present scenario, there is an increased interest to
develop information security techniques based on optical technologies. Refregier and Javidi [2], in their
seminal paper, proposed a double random phase encoding (DRPE) scheme that paved the way for other
variant methods based on optical information processing techniques. Encryption using optical technology
proves to be an efficient procedure because it offers parallel processing of large storage memories at great
speed along with large degrees of freedom. However, with several proposed attack mechanisms, there is a
continuous urge to develop strategies that should have higher degrees of freedom and robustness [7-10]. In
this regard, employing the complexity of physical world to generate encryption keys that fulfill the necessary
cryptographic properties has become relevant. Randomness with determinism makes these systems useful
for encryption. One such system, which complies with the above mentioned criteria, is the plasmonic system
which is discussed in the following sections.

The electromagnetic properties of metal-dielectric interfaces show unique features and have thus
attracted the researcher’s community to this fascinating area of research. The work of Ritchie [11] generated
further interest in the study of these properties, which soon led to the field of plasmonics. Plasmonics is
the subfield of modern optics which studies the phenomenon wherein metal-dielectric interfaces are able to
sustain coherent electron oscillations known as surface-plasmon polaritons (SPPs) leading to electromagnetic
fields confined to the metallic surface [12-13]. This confinement of light in dimensions smaller than the
wavelength of photons in free space makes it possible to match different length scales associated with
photonics and electronics in a single nano-scale device. Thus, plasmonics is rapidly finding its applications
in many fields [12-16].
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2 Information security using plasmonics

2.1 Localised surface plasmon resonance (LSPR) for security applications

LSPR is non-propagating excitation that arises when the oscillation of conduction electrons of any
metal nanoparticle is coupled with the electromagnetic field impinged on it [ 14,15]. The electromagnetic field
causes the polarization of charges in the nanoparticle. The polarization inducing field is an electromagnetic
wave, and hence, the direction of the external electric field would change its direction with a frequency
equal to that of the wave. This results in oscillating electrons as well as an oscillating dipole which generates
enhanced radiation. For the case where diameter of the nanoparticle is much smaller than the wavelength
of light in the surrounding medium, the quasi-static approximation can be applied. In such case, the phase
of the harmonically oscillating electromagnetic field is approximated to be constant over the volume of the
particle. For metal nanospheres, this method approximates the potential outside the metal nanosphere to
contain dipole radiation terms [16]. The polarizability associated with the dipole moment generated at the
centre of the nanosphere is found to be [14]
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Here, o and a are the polarizability of the metal nanosphere and its radius, respectively. € and €., represent the
dielectric constants of the metal and the medium, respectively. The maximum gain for the enhancement of the
electric field is achieved when the denominator of Eq (1) is minimum. This in turn introduces a dependence
on the frequency of applied electromagnetic field because the dielectric constant of the metal (¢) is a function
of the frequency.

o=4na

The quantitative analysis of the resonance phenomenon can be done by measuring the absorption
or scattering cross-section for electromagnetic waves, which too would be enhanced. The polarization of the
impinging beam becomes a crucial factor for LSPR generation where there is anisotropy of the nanoparticle.
Apart from this, the radius and the shape of the metal nanoparticle too are important parameters to affect
the spectrum as shown in Fig 1.

This spectral response of the resonance phenomena and its sensitivity towards different parameters
has found its use in various kinds of authentication, validation and other security schemes [17-24]. For
robust encryption, a lengthy key (larger key space) with random quality is essential. These features can
be accomplished by plasmonic keys [17-18]. The tomography measurements enable the mapping of the
intensity of the electric field around a metal nanosphere. This map is the origin of the encryption key and
is further numerically processed to increase the entropy [17] making it difficult to intercept it without prior
knowledge of the parameters.

In another scheme, surface-enhanced Raman scattering (SERS) has been used to construct anti-
counterfeiting labels for authentication [21]. The highly localized light field generated due to the LSPR has
been found to increase the power of the scattered beam in the Raman scattering process. The SERS signal
depends on the polarization and the wavelength of the electromagnetic wave incident on the plasmonic
nanoparticle. Consequently, metal nanorods fabricated on a medium allow for selective read-out of enhanced
Raman-signals depending on the polarization of the used electromagnetic wave. Thus, alignment of metal
nanowires in the form of alphabet or graphics has been proposed to be used as security labels [21].

The polarization orientation based ‘key’ technique has been used to store and encrypt larger
information content [22-24]. The three-dimensional orientations of the gold nanorods are aligned such that
five different patterns are fabricated in single volume. With an electromagnetic beam that can have unlimited
three-dimensional polarization orientation, the five patterns can be read out separately through two photon
fluorescence (TPF) imaging [24]. The information is read out as noise if the polarization orientation, which
serves here as the key, is incorrect.



Plasmonics: A new paradigm for information security 61

X
i
= 2
o h

Absorption cross-section(sq.m)
i
HAMWRARNO DW= =MW LD

ocooo0o0c00

5 6 X107
Wavelength (m)

(b)

ES

X
)
wn S
o
&

N w -

,_.
Wb LDWwines uin

Absorption cross-section(sg.m)

e

1 2 3 x10°
Radiug of the gold nanosphere (m)

(c)

Fig 1. (a) Dipole radiation due to LSPR in gold nanosphere of radius 10 nm, (b) variation
of the absorption cross-section with respect to the wavelength showing resonance above
500 nm, and (c) variation of the absorption cross-section with respect to the radius of the
nanosphere
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Near-field processes such as LSPR generation are different from the far-field processes, showing
hierarchical properties which allow the co-existence of optical features in the propagating-light domain and
the sub-wavelength domain [25-27]. Different information content can be retrieved at different scales. Using
this fact for security applications, nanometric structural changes (< 100 nm) are applied to the surface of
conventional hologram (> 100 nm) so that information corresponding to the nanostructure can be obtained
through near field detection while maintaining the far field view of the original hologram [26].

2.2 SPP for security applications

When two materials at an interface have opposite signs of the real part of their dielectric constants
(as in metal-dielectric interface), then there exists transverse mode (TM) surface wave solution to the
Maxwell’s equations. These propagating and dispersive electromagnetic waves are called surface plasmon
polaritons (SPP). They arise due to coupling of the impinged electromagnetic field to the oscillations of
the conductor’s electron plasma [16]. SPPs are marked by energy confinement to nano-scale dimensions
which makes them a good prospect for interconnect in photonic circuits. Another remarkable feature of the
surface plasmons is their dispersion relation, which is given by
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Here, ¢4 and ¢,, are the permittivity of the dielectric and the metal respectively; &y and kg, are the wave
vector of the free-space wave and the wave vector of the surface plasmon. It can be easily interpreted from
Eq (2) that the wavelength of the generated SPP is larger than that of free-space wave. The unmatched wave
vectors make it impossible to generate the SPP by simply illuminating the metal-dielectric interface. One
of the methods to bridge this mis-match is through grating coupling [14]. The phase of the plasmon mode
and the illuminating beam is matched when the following vector equality holds

ky, = ki + N x K, 3)
where £, is the plasmon wave vector, &; the incident beam wave vector, and K, the grating vector.

Sauvage-Vincent et a/ [28] used the principle of grating coupling to propose an optical security
device. Suppose the grating lies along the y-axis, the z-axis is perpendicular to the grating in its plane and the
incident light makes an angle 8 with the out-of-plane x-axis, ¢ being the angle of azimuth, then, the vector
equality of Eq (1) can be written as [28]

k, = [(ko > ngx sin0-sing)*+ (ko x ng x sinb-cos¢) + N x K,)*]" @

Here, n, and n, are the effective refractive index of the surface plasmon mode and the index of the dielectric,
respectively and k is the free space wave vector of the impinging electromagnetic wave. As the azimuth
angle changes, different transmission behavior is observed.

In Ref [28], the transmission for two angles, i.e. $ = 0° and ¢ = 90° has been studied. A letter D of
the English alphabet has been fabricated using gratings such that the letter and the background have same
grating parameters but are perpendicular to each other. This structure shows different transmission effects at
various combinations of the angle. This feature can help in authentication and verification of any document.

Besides this, there are many properties of plasmonic systems which have the potential to contribute
towards information security. The enhanced transmission through periodic arrays of sub-wavelength holes in
metallic films occurs due to the generation of surface plasmons [29]. The spectra can be tuned by changing
the shape and size of the aperture and this forms the basis of the anti-counterfeiting scheme as proposed in
Ref [30]. An aperture in the form of nano-ellipse shows different enhanced transmission spectra at different
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wavelengths and polarization. This sensitivity in the visible range or the near-infra red range can be used to
label any high end packaging to counter fake copies.

3 Conclusion

This paper gives a restricted but representative overview of the use of two major excitations in
plasmonics, the LSPR and the SPP, in information security. With the advent of technology, there is a constant
effort to reduce the size of the optical devices and photonic circuits. Optical near field interactions can
be used to achieve this as these interactions lie in nanometer dimensions. With that, the existing security
schemes would have to shift their bases to the nanodomain too. This is because the existing optical security
schemes work on the principles of optical far fields or propagating light that suffers from diffraction-limit.
The field of plasmonics can prove to be helpful in achieving these goals.
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