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We present an improved security algorithm based on fractional Hartley transform, phase truncation and phase reservation,
newly developed ‘Bird Wings Map’(BWM), and watermarking. The BWM enhances security of the proposed algorithm
by providing additional parameters to the cryptosystem. The effectiveness of the scheme is validated through simulations
conducted on a pair of grayscale images, namely Cameraman and Baboon. The Cameraman is used as the target image,
while the Baboon serves as the host image in the watermarking process. The proposed scheme is tested against various
statistical attacks, using mean-squared-error, correlation coefficient, information entropy, and peak signal-to-noise
ratio. Additionally, the histogram and mesh plots are also provided. Real-time attacks such as noise-, and occlusion
attacks are also applied to validate the robustness of the proposed scheme. Furthermore, the strength of the scheme is
tested against the well-known attacks, such as known-plaintext-, chosen-plaintext-, and special iterative attack. Key
sensitivity analysis is performed to analyze the key-space of the proposed scheme. The simulation results demonstrate
the robustness and effectiveness of the scheme which exhibits resilience against the statistical attacks, real-time attacks,
and cryptographic attacks. © Anita Publications. All rights reserved.
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1 Introduction

In the present big data-era, the security of sensitive information contained in images, audios, and
videos, has become a major concern for stake holders. With growth of the multimedia technology, a major
part of the sensitive data remains in the form of images and/or videos. Consequently, there has been an
upsurge in investigations to ensure the data security, for which we need efficient and robust cryptosystems.
Image encryption plays a crucial role in safeguarding the valuable information from unauthorized access,
ensuring its confidentiality, integrity, and authenticity. Moreover, watermarking allows for the embedding
of additional information in images, enabling various applications such as copyright protection, content
authentication, and data integrity verification. There are various digital image encryption algorithms such as
data encryption standard (DES), advanced encryption standard (AES), and Rivest-Shamir-Adleman (RSA)
algorithm that are used to secure the data [1-4]. The images may have complex data, and therefore require
more time, space, computation, and power for processing. It is now well-known that the digital image
encryption algorithms have difficulties in real-time implementation due to slow computation and high-power
consumption. Therefore, researchers in various countries have been developing optical image encryption
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techniques that have features such as parallel processing, low power consumption, fast computations, and
enhanced key-space, with a view to overcoming the bottlenecks of digital processing-based techniques. In
certain situations, working in a hybrid mode is the only possibility.

In 1995, Refregier and Javidi [5] published the first optical image encryption method known as the
double random phase encoding (DRPE) in the Fourier domain. Due to the advantages of the optical image
encryption, a number of encryption methods have been developed based on the DRPE [6-11]. The DRPE-
based algorithms have also proposed in various other domains, such as fractional Fourier [12,13], Fresnel
[14-16], Gyrator [17-20], Hartley [21], fractional Hartley [22-25], Mellin, and fractional Mellin [26-29], and
Radon transform [30]. In course of further research, it was found that the DRPE based encryption systems
could be breached by the basic cryptographic attacks [31-38] such as chosen-plaintext attack (CPA), known-
plaintext attack (KPA), and cipher-text only attack (COA).

It is well-established that the concept of chaos has now grown into a full-fledged subject and
finds applications in many disciplines of science and engineering [39]. To improve security of the DRPE-
based encryption algorithms, researcher developed the chaos-based image encryption algorithms [40-57].
However, many of the chaos-based encryption algorithms also suffer from inherent linearity, and are therefore
susceptible to differential attacks [54,55]. So, researchers proposed asymmetric image encryption algorithms
to get rid of the linearity and symmetric nature inherent in the DRPE-based encryption algorithms. The phase
truncation in Fourier transform (PTFT) was the first optical asymmetric image encryption algorithm [58].
It turned out that the PTFT-based encryption algorithms are also weak in security due to the relationship
between phase and amplitude [59]. As a result, the PTFT- based encryption algorithms are vulnerable to
special iterative attacks.

In this manuscript, we discuss an improved hybrid scheme for the security of phase truncation
and phase reservation-based image encryption algorithm using chaotic Bird Wings Map (BWM), fractional
Hartley transform, and incorporation of watermarking that provides an additional layer of security and
enables data authentication. Watermarking [11,53,60-62] allows for the embedding of information, such
as digital signatures or copyright marks, into the encrypted image. This embedded watermark can later be
extracted for verification purposes, ensuring the authenticity and integrity of the decrypted image. Rest of the
manuscript is arranged in the following manner. In section 2, we have discussed the Hartley transform and
chaotic BWM. The proposed security algorithm has been discussed in Section 3. The validation results of
the proposed security algorithm have been discussed in Section 4, and the conclusions of the study have been
provided in the last section of the manuscript.

2 Basic principle
In this section, we discuss the fractional Hartley transform and the chaotic Bird Wings Map.

2.1 Fractional Hartley Transform (FHT)

The FHT [22-25] is widely used in the field of image-, and signal processing. A two-dimensional
FHT for an image I(x, y) is given by the following expression,
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where p and g represent the fractional orders of the FHT, f, = pn/2 and 3, = gn/2, A is the wavelength of the
input light, and cas = cos + sin. Here, f] and f; are standard focal lengths of the lenses, respectively in x and
v directions.

In terms of the fractional Fourier transform (F7FT), the 2-D FHT can be deduced as follows:

1+ exp[i(B, + f>)/2] F PG, v) + 1 — exp[i($, + $)/2]
2 2

It may be noted that for computing FHT, we need to calculate two fractional Fourier transforms
used in the expression above. The FHT is reversible since it satisfies the additive property. Thus, the inverse
transform of 2-D FHT of order (p, ¢) is obtained by taking the orders as (—p, —¢). An optical implementation

of the FHT is possible and is discussed in several references [22,23] on the FHT.
2.2 Chaotic Bird Wings Map (BWM)

We propose a new chaotic map based on Tinkerbell map [48,56] and name it as ‘Chaotic Bird
Wings Map’. It is a two-dimensional discrete time map which is used for generating a random sequence. The

parameters of the BWM are used as key in the chaos-based cryptosystem. Mathematically, the Chaotic BWM
is given by,

FHTP4(u,v) = F P4 (—u,—v)

X,+1 = tanh(x2) — y2 —a tanh (x,) + by, (2a)
Ynt1 = tanh (2)(,,) Yn + ¢ tanh (xn) + dyn (2b)
Here, x, and y, are the initial values of the map variables which work as a main key in sequence generation,
and a, b, ¢, and d are parameters. Mostly the initial values of the parameters are: b = 0.9, a = —0.6013, ¢ =

—1.5and d = 0.5. For the purpose of getting bifurcation diagram of the map, parameter a varies in the interval
(- 0.6013,-0.54791) and initial values of x,, yo are 0.1787. We use 50000 iterations to generate a random
sequence using the Chaotic BWM. The chaotic behavior of the map is also analyzed using the Lyapunov
exponent. The value of the Lyapunov exponent for the x series is 0.92695 and for y series is 0.802713. Since
values of the Lyapunov exponent are positive for both series, it indicates that the chaotic nature is inherent
in the proposed BWM. The chaotic behavior is also analyzed using chaos decision tree algorithm [57]. The
value of permutation entropy is 5.6558, value of K [57] is 0.9917, and nature is chaotic for x(7) series. Also,
for the y(7) series value of permutation entropy is 3.8776, value of K is 0.9962, and thus nature is chaotic. The
results validate that the proposed BWM is chaotic in nature. The bifurcation diagram of the Chaotic BWM
map is shown in Fig 1.

3 Proposed image encryption scheme
In this section, we discuss the encryption and decryption processes of the proposed scheme. The
encryption and watermark embedding processes are shown in Fig 2(a) as follows:

Step 1: An input image I(x, y) is bonded with the first random phase mask (RPM1) of size of the input image
and its FHT is obtained. Mathematically, Step 1 is given by Eq (3).

E, = FHT?9(I(x, y)*(RPM1)) 3)
here p; and ¢, are fractional orders of the FHT.

Step 2: By virtue of the phase-truncation (PT) and phase-reservation (PR) processes, the phase reserved
part of £ is stored as a private key (PK) and the phase truncated part is further processed in the encryption
process. Mathematically, Step 2 is given by Eqgs (4) and (5).

E,=PT(E)) 4)
PK = PR(E/) (5)
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Fig 1. Bifurcation digram of the proposed Bird Wings Map.
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Fig 2. Schematic diagram of: (a) proposed encryption and watermarking processes, and (b) decryption and watermark
extraction processes.

Step 3: £, undergoes the pixel scrambling operation using the BWM in order to improve the security of phase-
truncation and phase reservation-based encryption algorithm. Mathematically, Step 3 is given by Eq (6).

Ey=PS(E,) (6)
here PS stands for the pixel scrambling operation using the BWM.
Step 4: E5 is bonded with the second random phase mask (RPM2) and its inverse FHT (IFHT) is obtained.
Mathematically, Step 4 is described by Eq (7).

E, = IFHT?>% (Ey* RPM2) (7)
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here py and g, are fractional orders of the /FHT.

Step 5: In order to confuse the attacker, we embedded the ciphertext £, in the host image of Baboon with an
attenuation factor a. Value of the attenuation factor o varies between 0 and 2. For blind watermark, value of
the attenuation factor should be close to zero. Mathematically, step 5 is given by Eq (8).

E5=Host image + a * Ej4 (®)

E5 contains the watermark embedded ciphertext and is transmitted over the communication network. The
decryption process of the proposed algorithm is achieved by performing steps shown in Fig 2(b).

4 Results and Validation

In this section, we discuss results of the proposed security scheme. Simulations of the scheme
have been performed in Matlab2022a, for various type of images but here we have presented results for
Cameraman as the target image and Baboon as the watermarked image. To validate the robustness of our
scheme, we also performed the statistical analysis such as correlation-coefficient and mean-square-error
between the input and decrypted images. We also evaluated the information entropy for the input, encrypted,
and decrypted images. The histogram and mesh plot are also presented. The scheme is also tested against
basic cryptographic-, and contamination attacks. As the keys play an important role in any security algorithm,
the key space for the scheme is also analyzed. The validation results are presented in Fig 3.

Fig 3. Result of the proposed algorithm; (a) Input image of Cameraman, (b) ciphertext image, (c) host
image, (d) ciphertext embedded as watermark with attenuation factor, (¢) decrypted image, and (f) extracted
watermarked image.

4.1 Effect of the attenuation factor

As pointed out by Kishk and Javidi [60], the choice of attenuation factor a depends on the relative
importance of keeping the appearance of the transmitted image unchanged and the ability to recover the
hidden image under severe distortion. As the value of a is increased, the embedded watermark appears clearly
on the host image. Result of the ciphertext embedding for different values of « are presented in Fig 4 for the
values of being 0.1, 0.3, 0.6 and 0.9. The peak signal-to-noise ratio (PSNR) plots for the host-watermarked
image pair, and the input-recovered image pair for different values of a are shown in Fig 5.
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Fig 4. Ciphertext embedded as watermark in Baboon image with attenuation factor: (a) 0.1,(b) 0.3, (c) 0.6,

and (d) 0.9, respectively.
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Fig 5. PSNR plot for the Cameraman image for the host-watermarked image pair, and
input-recovered image pair.
4.2 Statistical analysis

Efficacy of the proposed scheme is also analyzed on the basis of statistical parameters such as mean-
squared-error (MSE), correlation-coefficient (CC), peak signal-noise-ratio (PSNR), and information entropy
[63,64]. The CC, MSE, and PSNR are defined as follows:

cov (1, 1)

- 0'(10) a(lr)

_ 2
MSE =5~ M 21 yg [ 1o(x, ) = L(x, )|
2552
PSNR =10 * log 1 )
[V 200 Mo, ») = £(x, ) ]

NxM
where I, I, are, respectively input and recovered images of size N x M, cop is covariance, and o is the stadard
deviation. /y(i, j) is a pixel in row i and column ; of the image /,. Similarly, 7(i, j) is a pixel in row i and
columnj of image /.. N and M are, respectively the number of rows and columns.

The CC between plaintext and recovered image is nearly 1, which indicates the faithful recovery
of the decrypted image. The value of information entropy for grayscale image lies in the interval 0 to 8. The
randomness inherent in the image is measured by using the information entropy. If the value of information
entropy approaches 8, the image is highly random, and no neighboring pixels have relationship with each
other. The value of the information entropies for input-, ciphertext-, watermark embedded ciphertext-, and
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decrypted images are 7.01, 7.998, 7.547, and 7.024, respectively. The MSE between plaintext and ciphertext is
1.34 *¥10° and MSE between plaintext and recovered image is 1.3543%10~* which shows that the MSE between
plaintext and ciphertext are high whereas MSE between plaintext and recovered image is low. The results
of MSE validate the efficacy of the proposed security algorithm. The value of the PSNR between plaintext
and watermark embedded ciphertext is 9.087 dB, whereas value of the PSNR for plaintext and recovered
image is 297dB. The statistical analysis results validate the efficacy and robustness of the security algorithm

4.3 Histogram and mesh plot analysis
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Fig 6. Histogram plots of: (a) plaintext image of Cameraman, (b) host image of Baboon,
(c) host image after ciphertext embedding, and (d) decrypted image.

Fig 7. Mesh plots of: (a) plaintext image of Cameraman, (b) host image of Baboon,
(c) host image after ciphertext embedding, and (d) decrypted image.
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The histogram and mesh plots are used to assess the effectiveness of the proposed scheme. For
a robust encryption algorithm histogram and mesh plots of plaintext and ciphertext should be different,
whereas these should be similar for the plaintext and recovered image. The results of histogram and mesh
plots are presented, respectively in Figs 6 and 7. The results demonstrate that the histogram and mesh plots
do not reveal any information regarding the plaintext.

4.4 Contamination attack

In real-time transmission of data, some unwanted noise may pollute the transmitted data or some
data may be lost due to network error [65]. The decrypted image with noise polluted ciphertexts is depicted
in Fig 8 and the process of mixing noise in the ciphertext is described by Eq (9). The noise-attack results
indicate that the proposed scheme resists a wide range of noise strength.

C=E,+pG ©)
where E| is the watermark-embedded ciphertext, £ is the noise strength, and G is random Gaussian noise with

zero mean and unit variance. The decrypted images recovered from partial ciphertext are shown in Fig 9. The
result of data loss indicates that decrypted result is faithful even if more than 60% of the data is lost.

4.5 Attack analysis

The security of the proposed scheme is tested for the basic cryptographic attacks such as the known-
plaintext attack (KPA), chosen-plaintext attack (CPA), and iterative attack. Since the proposed scheme is
asymmetric, the KPA and CPA are not likely to be successful. Nevertheless, we still test the vulnerability of
the scheme to the KPA and CPA. In CPA attack, a Dirac delta image is chosen assuming that the attacker has
access to the cryptosystem and tries to guess the decryption keys. In the KPA, the attacker has knowledge
of the plaintext and cryptosystem, and tries to estimate the decryption keys. The proposed cryptosystem is
asymmetric in nature and the private keys used in the decryption process change with the plaintext image.
Therefore, these attacks do not work for the proposed cryptosystem. The results of the KPA and CPA are
demonstrated in Fig 10. As is known, the PTFT-based cryptosystems are vulnerable to the iterative attack.

(a) [

E

Fig 8. (a-f) Decrypted images retrieved from the ciphertext mixed with noise strength f = 10
dB, 50 dB, 100 dB, 200 dB,300 dB and 500 dB, respectively.

However, our proposed encryption algorithm enhances the security of phase truncation-, and phase
reservation-based cryptosystem. We test the proposed cryptosystem for the iterative attack, and the results
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are presented in Fig 11. The attack analysis results demonstrate that the proposed scheme is robust against
basic cryptographic attacks, and does not reveal any valuable information regarding the plaintext.

Fig 9. Data loss result; (a-d) ciphertext with data loss 5%, 20%, 40%, and 60%; and (e-h) corresponding
recovered images.

4.6 Decryption key sensitivity analysis

In a robust security algorithm, decryption keys play an important role because the keys are strength
of any cryptographic algorithm. In order to test security of the proposed algorithm, we analyze the sensitivity
of the decryption keys. In the proposed algorithm, one phase, one private key, four orders of the FHT, and six
parameters of chaotic BWM act as the decryption keys. The decrypted image retrieved from wrong keys are
demonstrated in Fig 12. The decrypted images do not reveal any valuable information regarding the plaintext
until all correct decryption keys are used in the decryption process. The chaotic parameters are sensitive to

the extent of 107, So, the total key space of the proposed algorithm is 10%° * 25523 The Key space indicates
that it is very difficult to breach the proposed cryptosystem.

Fig 10. Recovered image in case of (a) known-plaintext attack, and (b) chosen-plaintext attack.
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Fig 11. Iterative attack on the proposed encryption algorithm: (a) Recovered image after 500 iterations, and
(b) Plot of CC versus number of iterations.

Fig 12. Retrieved image for: (a-f) incorrect value of the parameters, = 0.9 x107°, b =—0.60239x107°, ¢ =2x107°,
d=0.5x10"7, x = 0.1787x107, and y = 0.178x107°, (g) incorrect value of the FHT order p = 0.5x1072, and (h)
wrong private key.

5 Conclusion

In conclusion, this paper shows an enhanced security of the phase truncation and phase reservation-
based algorithm through the utilization of the newly developed Birds Wing Map and watermark embedding in
the fractional Hartley domain. A pair of grayscale images, namely Cameraman and Baboon, were employed,
with Cameraman serving as the target image and Baboon as the host image in the watermarking process.
The proposed scheme underwent rigorous testing against various statistical attacks, including mean-squared-
error, correlation coefficient, information entropy, and peak signal-to-noise ratio. Furthermore, the scheme
was validated using histogram and mesh plots to assess its performance. Real-time attacks such as noise
and occlusion attacks were also applied to evaluate the robustness of our proposed scheme. Additionally,
the scheme was tested against cryptographic attacks, such as known-plaintext, chosen-plaintext, and special
iterative attack, to assess its resilience in the context of information security. The key sensitivity analysis
was conducted to analyze the key space of the proposed scheme. Results demonstrate the robustness and
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effectiveness of the proposed scheme. Therefore, the proposed scheme is suitable for secure image processing
applications.

With rapidly astonishing advances in artificial intelligence, it seems that no cryptosystems (except

probably quantum cryptosystems) are safe from attacks. At the same time, artificial intelligence tools also
allow us to design much better security systems [66-70]. We also plan to explore the exciting possibilities
offered by these tools.
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