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This paper introduces a security-enhanced hybrid image encryption method that employs toroidal vortex phase masks
(TVPMs) and QR decomposition, with gyrator transform. The TVPMs used are intricate phase masks created by
combining the phases of radial Hilbert transform (RHT) and the toroidal zone plate (TZP). The QR decomposition, a
mathematical operation, is employed for matrix decomposition, serving as a replacement for the conventional phase-
truncated Fourier transform (PTFT) method. The cryptosystem exhibits asymmetry, given that the encryption and
decryption procedures are not the same as they rely on different sets of security keys. The keys produced during the
encryption are utilized in the decoding system to retrieve the input image. System performance is tested by evaluating
the mean-square error, peak signal-to-noise ratio, key sensitivity, cropping effect, correlation coefficients, 3-D mesh,
histograms, and noise-attacks. © Anita Publications. All rights reserved.
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1 Introduction

In the present era, images serve as a medium for transmitting information in daily life. The optical
image handling strategies employed in information security structures exhibit substantial effectiveness and
have garnered considerable attention. Numerous encoding methods were developed in the last few years
[1-18] since the Double Random Phase Encoding (DRPE) technique was initially proposed by Refregier and
Javidi in 1995 [1]. The DRPE was considered as one of the most attractive image encoding schemes due to
its potential advantages in fast parallel computing and low energy consumption as compared to electronic
digital processing. To bolster system security, numerous variants of the DRPE-based cryptosystem have
been investigated. These include methods such as the fractional Fourier transform (FrFT) [19-25], Fresnel
transform (FrT) [26-30], Fresnel wavelet transform (FWT) [31], fractional Mellin transform (FrMT) [32-35],
gyrator transform (GT) [36-41], gyrator wavelet transform (GWT) [42-44], and fractional Hartley transform
[45-54]. However, many of the DRPE-based cryptosystems are found to be susceptible to various attacks,
including the chosen-cipher attack (CCA) [55], known-plaintext attack (KPA) [56-59], and chosen-plaintext
attack (CPA) [60,61].

To tackle the weak security related issues of symmetric cryptosystems, asymmetric cryptosystems
were proposed. Qin and Peng [62] introduced the pioneering work involving phase-truncated Fourier
transform (PTFT) technique to overcome the linearity associated with symmetric routines. Because the
decryption keys differ from the encryption keys, Cai et al [63] asserted that the equal modulus decomposition
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(EMD)-based cryptosystem is nonlinear. Abuturab [64] proposed a single-channel color information security
system using lower uper decomposition (LUD) in the GT domain. Xiong and Qian [65] proposed a hybrid
attack-free optical cryptosystem based on two random masks and lower-upper decomposition with partial
pivoting (LUDP). The LUDP method has also been used by Anshula and Singh [66]. Anjana et al [67] used
orthogonal triangular decomposition with colum pivoting.

QR decomposition (QRD) has been used for a variety of applications such as matrix compression
[68], discriminative clustering analysis [69], and security enhancement. Su ef a/ [ 70] proposed a novel blind
double image algorithm based on the QRD. Experimental results demonstrate that this algorithm achieves
not only higher invisibility of watermarking but also stronger robustness against common image processing
and geometric attacks. Abuturab [71] introduced a multiple color-image authentication system based on the
HIS color space and QRD in the GT domain. The encrypted image undergoes the QRD, splitting it into Q
and R parts. These parts are individually encoded through the GT. The system’s compactness and feasibility
are achieved through a single-channel image encryption method.

Rakheja et al [72] used 3D Lorenz chaotic system, linear canonical transform, and the QRD.
Rakheja et al [73] also proposed a nonlinear image operation that involves compression, and utilizes the
QRD, and the Hybrid Multi-resolution Wavelet (HMW) domain. The QRD technique not only generates
ciphertext but also yields secret keys, facilitating compression due to the sparse matrix nature of the resulting
ciphertext. This method demonstrates high resilience against various attacks.To further bolster security in
optical image encryption schemes and fortify them against intruders, Anshula and Singh [74] proposed a new
approach employing devil’s toroidal lens masks (DTLMs) and QRD in the GT domain. Anjana et al/ [75]
described an audio and image encryption scheme based on the QRD and random modulus decomposition
in the Fresnel domain. Mehra and Nishchal [76] introduced a novel optical asymmetric fingerprint image
encryption technique that utilizes the QRD in the GWT domain. They enhance the key space by combining
the Gerchberg-Saxton phase retrieval algorithm, GWT, and QRD. A book by Golub and Van Loan [77] is a
valuable source for information on matrix computations. Reference [78] may also be referred to for the QRD.

None of the previously mentioned techniques utilize the novel Toroidal Vortex Phase Mask (TVPM)
in the GT domain through the QRD. The GT offers advantages like computational ease and convenience in
optical execution. The proposed scheme in the present paper enhances security by expanding the key-space
using the TVPM. These phase masks are easily located during decoding and offer self-centering properties.
Additionally, they possess the capability of incorporating multiple keys within a single mask, providing a
wide range of security parameters. The QRD technique is employed to derive private keys utilized in the
decryption process. The public key, TVPM, is fashioned through the combination of Radial Hilbert Transform
(RHT) and a toroidal Fresnel mask (Fig 1). This asymmetric cryptosystem is engineered to withstand basic
attacks on phase-truncated FT, ensuring heightened security and robustness. Numerical simulations have
been conducted to demonstrate the system’s elevated level of optical security.

The paper is organized as follows: Section 2 presents a comprehensive theoretical background
for our proposed approach. Section 3 details the proposed cryptosystem. In Sec 4, simulation analyses are
conducted to assess the security level, including statistical and attack analyses. Section 5 compares our
approach with other related works. Conclusions are drawn in Sec 6. Finally, Sec 7 describes the future outlook
by mentioning: (i) use of artificial intelligence tools such as deep learning for evaluating the susceptility of
cryptosystems to various attacks, and for designing systems with better security, (ii) use of quantum science
and technology, and (iii) use of metasurfaces for safer and miniaturized cryptosystems.

2 Theoretical background
2.1 Gyrator transform (GT)
The GT of a function can be written [36-41] as,
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Here, a is the transform angle and G (u,v) is the output of the GT.
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Fig 1. (al-a4): RHT with L = 5, 10, 20, and 30, (b) Toroidal Lens mask, A = 632.8 nm, /= 160 mm, pixel space
scaling factor = 0.023, » =4.2 cm, and r, = 2.60 cm. (c1-c4) Toroidal vortex phase mask. (Symbols are defined in

sub-sec. 2.2 below).



272 Hukum Singh and Kehar Singh

2.2 Construction of the optical toroidal vortex phase mask (TVPM)
Phase of the TVPM key is obtained by taking the product of RHT and toroidal Fresnel mask (Fig 1)

as follows [79-83],
2
0) = (1o - M) 3
e, 0) = exp (L0228 ©
where L is the topological charge of the vortex. A and f are respectively the wavelength of the illuminating
light and focal length of the toroidal lens.  and r, are respectively the radii of zone plate and ring focus, and
are positive constants.

2.4 Principle of QR decomposition [68-78]

The QR decomposition refers to the orthogonal-triangular decomposition of a matrix, commonly
executed through the following definition:

[Q. R]=gr(A) “)

The coefficients in the matrix representing the image denote the image pixel values. R is an nxn
upper triangular matrix, and Q is an z xn unitary matrix meeting the condition QxQ* =1 = Q*xQ, where Q*
represents the conjugate transpose of Q. A notable property of the R matrix is observed when the columns of
matrix A exhibit correlation: the absolute values of the elements in the first row of R matrix tend to be larger
compared to those in other rows. Orthogonal triangular decomposition is a matrix factorization technique in
which a given matrix E € R™” is decomposed to give an orthogonal matrix Q, an upper triangular matrix R
and a permutation matrix P. In case of a complex matrix, instead of the orthogonal matrix, the decomposition
gives a unitary matrix Q. Mathematically, it can be considered as if E € R™" has linearly independent
columns. In such a case, it can be factored [83] as

ExP=QxR 5)

If ‘E’ is considered as an image, its QR decomposition with column pivoting is given by the
following equation [74,75].

E=QxRxP! (6)
Q is a matrix with orthonormal columns i.e. Q"xQ = 1. If E is (nxn) square matrix, then Q is orthogonal
matrix i.e. (QxQT= 1 or Q™xQ = 1). R is a nxn upper triangular matrix with nonzero diagonal entries. R
is nonsingular (diagonal elements are nonzero). P is a sparse matrix. P is selected such that the diagonal
entries of R are non-increasing. In case of image encryption, inverse of P acts as ciphertext and Q%R serves
as the private asymmetric key. As inverse of P is a sparse matrix where most of the elements are zero, its
storage and transmission will take less memory and bandwidth as compared to the case when P is not sparse.
The QRD produces sparse matrix which is an intermediate ciphertext and product of two orthogonal and
triangular matrices serves as decryption keys. This process makes the scheme nonlinear.

3 Overview of the encryption and decryption schemes

Figure 2 presents the flowchart illustrating the encryption process of the proposed system. The
initial input image, denoted as (x, '), serves as the basis for encryption. The primary keys for the encryption
process are RPM and TVPM, which represent two phase masks. The encryption is executed as follows:
Step 1: Initially, the input image [ undergoes multiplication with an RPM. Then, a GT is applied to the product
of I(x, y) and RPM, followed by a division of the transform spectrum utilizing the QRD. This process yields the
first private key, Key 1, and generates an intermediate output g;(u,v), as represented by the following equations:

[Q1, Ry, P11 = QRD{GT “[I(x, y)<xRPM ]} (7
Private key

Key 1=Q; xR, ®)
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2iwv) =P (u, v) ©)
The QRD operation, results in three products Q;, R; and P;. Symbol ‘x’ denotes matrix multiplication, and
the notation {.}! represents the inverse matrix operation.
Step 2: The intermediate output g;(u, v) undergoes multiplication with the TVPM. The resultant is subjected

to the inverse of GT i.e. GT#, followed by a second QRD operation, resulting in the second private key, Key
2, and the final cipher image represented as E. The pertinent equations are given below:

[Q2, Ry, P2] = QRD{GT 7 [g,(u,v)* TVPM]} (10)
Private key

Key 2 =Q,xR, (11)

E=P,'(x,») (12)

In this process, Q,, R, and P, denote the three products derived from the second QRD operation.
The proposed scheme incorporates within its operation, the utilization of the inverse matrices of two
permutation matrices. This entire encryption process culminates in the generation of two private keys,
namely, Private Key 1 and Private Key 2, which are subsequently employed in the decryption process.

Optical Toroidal Vortex Phase

Private ke
Mask (TVPM) nvate key

key,
n(r— 70)
exp( (LG — W QuxR,
I(x,y) GT @ {} QRD |f—s GTP{) — orD |—| E

Qi*R,
exp(2imn(x,y)) Private key
RPM key,

Fig 2. Flow diagram of the encryption process.

The decryption algorithm differs from the encryption process as the proposed system operates
asymmetrically. The decryption process occurs as follows when the two private keys generated during the
encryption step are available.

Step 1: The final output of the encryption process, E serves as an input during the decryption process.
Initially E undergoes multiplication with the conjugate of TVPM, followed by a GT” applied to the resulting
function. The outcome of this transformation is denoted as g(u, v), representing an intermediate matrix.

g(u,v) = {GT’ [E] x TVPM *} (13)
where * defines the complex conjugate.

Step 2: The final decrypted image is generated by multiplying the intermediate matrix g(u, v) with the private
key Keyl and then subjecting the product to the inverse GT. This process ultimately yields the decrypted
image,

I(x,y)=GT *[g(u, v)xPrivate Key 1] (14)

4 Simulated testing and assessment

The proposed scheme’s performance was evaluated for speed, using a personal computer configured
with an Intel(R) Core(TM) 13-2328 CPU @ 2.20 GHz-2.71 GHz, 2GB RAM, operating Windows 10, and
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running MATLAB R2019a (Version 9.6.0.1174912) 64-bit (win64). Two grayscale images, Capsicum and
Text (OPT), are displayed respectively in Figs 3(a) and 3(b). Both images have a size of 256x256 pixels and
serve as the input images for encryption in the proposed technique. Figures 3(c, d) illustrate the inverses of
the P matrix derived from the input images using the proposed algorithm. Figures 3(e, f) display the initial
set of private keys generated for the input images using the proposed algorithm. Additionally, Figs 3(g, h)
show another set of private keys generated for the input images during the decryption algorithm. Figures 3(i,
7) show the final encrypted images resulting from the encryption process. Additionally, Figs 3(k, 1) illustrate
the two random generated phase masks known as RPMs. When, we go through the decryption process with
right set of decryption keys, we get the decrypted images which are similar to the original input images. The
TVPM masks are formulated using specific parameter values: a wavelength A = 632.8 nm, a focal length f=
180 mm, and a pixel space scaling factor = 0.023. The transform/rotation angles selected for GT are a = 0.5n
and £ = 0.7m.

Y

Fig 3. (a, b): Input images of Capsicum and OPT (c, d): Inverses of matrix P for the Capsicum and text images, (e,
f):Two keys for the two cases (g, h): Two private keys for the images (i, j); Encrypted images for two cases, and
(k, 1); RPMs for the two images.

4.1 Statistical evaluation

To assess the credibility and effectiveness of the proposed technique, calculations for Mean-Square-
Error (MSE) and Peak Signal-to-Noise Ratio (PSNR) were carried out. These evaluations were performed
between the decrypted image, denoted as /;(x, y) and the original image, denoted as I (x, y), to determine
their authenticity and measure the strength of the proposed methodology.
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M N
MSE (I, (06, ). I (ry)) = > > Ha ygw‘ ACS)l§ (15)
x=1y=1 XN

where M *N is the number of pixels of the original image. Smaller MSE value indicates the high similarities
between the original and decrypted image.

PSNR = 10xlog | 255° ) (16)
MSE

The calculated value of MSE for capsicum image is 4.15 x ¢ 2> and for OPT image is 5.41 x e 2.
The PSNR value for the capsicum image is 291.95 dB and for the OPT image 300.80 dB. These values
illustrate the effectiveness of our scheme.

4.2 Security assessment
4.2.1 Key robustness assessment

In order to assess the sensitivity of the technique, a study was made on the effect of deviation in
the correct values of the key, on the decrypted image quality. The specified parameters include a = 0.57,
= 0.7z for the GT transform angles and TVPM parameters such as wavelength 1 = 632.8 nm, focal length
/=180 mm, and pixel space scaling factor = 0.023. The architecture has been validated against departures
in parameters, affirming their influence on the system’s performance. Figures 4(a, b) display the decrypted
images of OPT and Capsicum with an erroneous wavelength value of 4 = 532.8 nm, while all other keys
remain correct. Figures 4(c, d) show the decrypted images, for an incorrect value of /= 150 mm.

Fig 4. (a, b) decrypted image of OPT and Capcicum with incorrect A = 532.8 nm, (c, d) with incorrect focal length f=
150 mm, (e, f) with incorrect L = 24, (g, h) with incorrect o = 0.47x.

Figure 5 below shows the MSE and PSNR values as a function of the GT transform angle for the
capcicum and OPT images. The curves show a sharp increase with the deviations in the transform angle for
gray image. However, the increase is not so sharp in case of MSE for the binary object.
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Fig 5. (a) MSE plot for transform angle o = 0.5x for images, and (b) PSNR plots against the transform angle 5 = 0.7x.
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Fig 6. (a) MSE plots corresponding to the wavelength A = 632.8nm, (b) MSE plots related to topological charge
L =25, and (c) MSE plots concerning focal length = 160 mm for grayscale and OPT images.



A secure image encryption method using toroidal vortex phase masks,... 277

Figure 6(a) below shows the MSE plots against the wavelength A = 632.8 nm and Fig 6(b) the
MSE plots against the topological charge L = 25. Figure 6(c) shows the MSE plots with focal length for the
Capsicum and OPT images. The graphs clearly reflect that the scheme is highly sensitive to the deviations in
the GT transform angle, in case of the Capcicum image.

4.3 Attack analysis
The attack analysis of the proposed scheme encompasses occlusion attack and noise attack analyses.
4.3.1 Analysis of the impact of occlusion attacks

We analyzed the encrypted images due to the occlusion/cropping attacks. Indeed, most occlusion
effect examinations in the past have been conducted solely on encrypted images. Such examinations validate
the resilience of the cryptosystem. However, conducting occlusion examinations specifically for the newly
introduced TVPM mask verifies not only the system’s efficacy but also its stability and robustness. Figure
7(a) is the plots of the MSE against varying occluded areas, while Fig 7(b) presents the plots showcasing
Correlation Coefficient (CC) against varying occluded areas for Capsicum and OPT images. These plots
reveal our ability to extract the decrypted images, even if a small portion of the encrypted data is lost due to
network problems or transmission discrepancies. Indeed, this underscores the scheme’s robustness.
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Figs 7(a, b). Plots of MSE and CC for different values (%) of occluded areas in case of Capsicum and OPT
images.
4.3.2. Analysis based on the correlation-coefficient

The CC analysis involves selecting a thousand pairs of randomly chosen horizontally-, vertically-,
and diagonally neighboring pixels between the input image and the encrypted image. The CC is then computed
using the following formula,

SN -0 0 )

IRNCEES D SN0

where X = Zi]\i Yiand y = Z;\i | Vi are the mean values of x; and y;. It is challenging to derive conclusive

cC= (17)

information solely from the CC analysis.

Figures 8(a) and 8(b) display the correlation plots for the input images of OPT and Capsicum,
respectively in the diagonal direction. Figures 8(c) and 8(d) illustrate the CC plots for the corresponding
encrypted images, in the diagonal direction.
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Fig 8. Correlation plots in the diagonal direction: (a, b) for the input images of OPT and Capsicum,
respectively; (c,d) for the encrypted images of OPT and Capsicum, respectively.

4.3.3. Three D mesh analysis

Mesh plots are also important characteristics that are used to evaluate the efficacy of a cryptosystem
by comparing the original-, encrypted-, and the decrypted images. Figures 9(a, b) represent the 3D mesh
plots of the input images of OPT and Capsicum, respectively. Figures 9(c, d) are 3D mesh plots of encrypted
images of OPT and Capsicum, respectively, and Figs 9(e, f) represent 3D mesh plots for the decrypted images
of OPT and Capsicum, respectively. It can be seen that the 3D mesh plots of encrypted images are similar for
the binary and gray images. Thus an attacker cannot find the correct image by looking at the mesh plots.

4.3.4. Histogram Analysis
Histogram analysis has been performed for the input-, encrypted-, and decrypted images. The
histogram plots of input of Capcicum image and OPT are depicted in Figs 10(a, b). The histograms of

encrypted grayscale and binary images look similar as shown in Figs 10(c, d). Therefore, we conclude that
the hacker would not be able to gain any meaningful information from theses histograms.
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300

300

Fig 9. 3D mesh plots of : (a, b) input images of OPT and Capsicum, respectively; (c,d) encrypted images
of OPT and Capsicum, respectively; and (e, f) decrypted images of OPT and Capsicum, respectively.
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Fig 10. Histogram plots of : (a) Capsicum image, (b) text image (OPT); and (c, d) encrypted images of
Capsicum and OPT, respectively.

4.3.5. Analysis of the effects of noise

The encrypted images during image processing and transmission stages are vulnerable to various
types of noises. The impact of these noises can significantly affect the quality of the decrypted images. In our
study, we consider Gaussian noise in the encoded image, which affects the ciphered images as discussed in
[82-84]

w(p, o) =p(u,v) +kG (18)
where pu(u, v) represents the encrypted picture and i’ (p, o) denotes the noisy image with & as the noise factor/
strenth, and G representing the Gaussian noise with a standard deviation of 0.02 within the range of 0 to 1. In

Fig 11, the MSE plot demonstrates the impact of varying noise factors on the decrypted image, showing the
noticeable effects of noise on the decrypted image at different noise factor levels.

5 Conclusion

Combining a TVPM mask with QRD within the gyrator transform domain is an innovative
approach in designing an asymmetric cryptosystem. This combination enhances security and provides
unique cryptographic properties to the system. Enhancing the security, confidentiality, and robustness of the
QRD-based encryption technique stands as the primary objective of the proposed scheme. This emphasis
aims at fortifying the encryption method against potential vulnerabilities and bolster its overall reliability.
Primarily, its robustness is attributed to the incorporation of a secure and novel TVPM phase mask. This
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mask’s complexity makes it challenging to replicate accurately without possessing precise information about
all the parameters employed in its construction. Another notable feature is its speed. The encryption process
can be swiftly executed digitally, and it also offers the capability of hybrid implementation.
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Fig 11. MSE graph illustrating the impact of varying noise factor (k) on OPT (text image) and
Capsicum (gray image).

Another feature is its asymmetric nature. In this cryptosystem, the RPM and TVPM serve as public
keys, while the specific decryption keys are derived through QRD during the encryption process. This
generation of unique feature aids in thwarting known-plaintext attacks, enhancing the system’s resistance
against such intrusion attempts. An additional feature is the generation of a sparse cipher text matrix through
partial pivoting. The scheme has undergone verification using various metrics such as Mean- Squared- Error
(MSE) and Peak Signal-to-Noise Ratio (PSNR) to assess its effectiveness and robustness. The analysis
indicates the scheme’s capability to recover the original image even amidst distortions like occlusion. The
scheme’s key space is notably extensive, and simulation results affirm the robustness and efficiency of
the proposed cryptosystem. The system described in the present paper has also been tested based on the
Kirckoff’s principle which states that the security of a cryptosystem resides in the key, even though the
system architecture/algorithm is known to the hacker. It is found that our system passes the test.

6 Outlook for future

During the last 28 years or so, the subject of optical cryptography has grown into a major sub-area
of the wider subject of optical information processing/ information optics. Though attempts have been made
to develope ‘all-optical’ cryptosystems, in general the cryptosystems are still hybrid in nature i.e. some
tasks performed by optical technology while others achieved by digital electronics-centred technology. A
plethora of literature on the subject now exists, consisting of research publications, books, and conference
proceedings. In this connection, Refs [84-89] may be noted.

Some of the systems that were considered as hitherto secure have been shown vulnerable to
various types of attacks. The number of such vulnerable systems is on the increase due to the use of artificial
intelligence tools such as deep learning. Another concern is the size of the existing table-top cryptosystems
because of the use of bulk optical components and devices. As a result, the quest for new safer and lighter
systems continues unabated. Three major trends seem to have emerged to combat these problems, namely
the use of artificial intelligence tools, quantum science and technology, and metasurfaces. It is expected that
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the ultimate solution for building a safe cryptosystem would come from the recent initiatives in quantum
science and technology, and nanophotonics including optical metamaterials for miniaturizing the systems,
and artificial intelligence tools. All these trends are evident from the increasing emphasis on research and
development in these areas [90-101]. Due to the restricted scope of the present paper, it is not possible to give
an extended list of the relevant publications concerning the above mentioned hot areas.
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